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(54) Reproducing apparatus and information distribution system with copyright protection 



(57) An object of the invention is to make it possible 
to move data that is coded and managed for copyright 
protection after evaluating an encryption key and per- 
mitting its movement based on a result of the evalua- 
tion, as well as to make it possible to copy data that is 



recorded in a server to a terminal apparatus and cause 
the terminal apparatus itself to reproduce the data and, 
where a terminal apparatus is connected to the server, 
render data on the server reproducible. 
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Description 

[0001] The present invention relates to a record- 
ing/reproducing apparatus which moves data that is 
coded and managed for copyright protection after eval- 5 
uating an encryption key and permitting its movement 
based on a result of the evaluation, as well as to an 
information distribution system which copies data that is 
recorded in a server to a terminal apparatus and causes 
the terminal apparatus itself to reproduce the data and, 10 
where a terminal apparatus is connected to the server, 
renders data on the server reproducible. 
[0002] In recent years, small-size recording media 
incorporating a solid-state recording device such as a 
flash memory have been developed which can record is 
computer data, still image data, moving image data, 
musical data, voice data, etc. by using a dedicated drive 
or a drive that is incorporated in an audio/video appara- 
tus, an information apparatus, or the like. 
[0003] On the other hand, conventionally, mecfia 20 
such as the CD (compact disc) and the MD (mini disc; 
trademark) have spread as media for recording musical 
data etc. Data can be recorded on or reproduced from 
those media by using a CD player or an MD 
recorder/player. 25 
[0004] In information apparatuses such as personal 
computers, various data files can be recorded on and 
reproduced from a hard disk drive (HDD) that is incor- 
porated in or connected to such information appara- 
tuses. 30 
[0005] In the current situation in which a variety of 
recording media and recording/reproducing appara- 
tuses and drives therefor have spread, there frequently 
occurs a case that the user side copies or moves a data 
file that is recorded on a certain recording medium to 35 
another recording meoSum. 

[0006] Usually, users perform copying or movement 
according to necessity that is legitimate. However, as 
typified by copying of musical data, there may occur a 
case that a user infringes the copyright of a data file that 40 
is owned by another person (in particular, an author or 
the like) when the user copies it beyond the confines of 
personal duplication. 

[0007] In view of the above, in conventional sys- 
tems capable of copying or dubbing digital musical data 45 
such as an MD system and a DAT (digital audio tape) 
system, multiple dubbing is prohibited by the SCMS 
(serial copy management system). 
[0008] However, in view of the current circum- 
stances, that is, the spread of personal computers, the so 
diversification of data interfaces, and the development 
and diversification of data communication forms, mere 
prohibition of multiple dubbing is insufficient for copy- 
right protection. 

[0009] Accordingly, the present invention provides a ss 
reproducing apparatus which copies or moves main 
data that has been subjected to reproduction -restrictive 
coding from a first recording medium where the main 



data is recorded to a second recording medium, com- 
prising storing means for storing a key to be used for 
deciphering a code that restricts reproduction of the 
main data; input means for receiving the main data from 
the first recording medium; judging means for judging 
whether the main data received by the input means can 
be decoded by using the key that is stored in the storing 
means; output means for outputting the main data 
received by the input means to the second recording 
medium; and control means for causing the output 
means to output the main data received by the input 
means to the second recording medium if the judging 
means judges that the main data can be decoded, and 
for prohibiting the output means from outputting the 
main data received by the input means to the second 
recording medium if judging means judges that the main 
data cannot be decoded. 

[0010] According to another aspect, the invention 
also provides an information distribution system com- 
prising a server apparatus capable of being connected 
to a terminal apparatus, for supplying coded main data 
to the terminal apparatus, the server apparatus com- 
prising memory means for recording one or a plurality of 
coded main data; and transmitting means for transmit- 
ting, to the terminal apparatus, coded main data that is 
read out from the memory means; and the terminal 
apparatus for decoding and reproducing coded main 
data, the terminal apparatus comprising receiving 
means for receiving the coded main data that is trans- 
mitted from the transmitting means of the server appa- 
ratus; recording means for recording coded main data; 
decoding means for decoding the coded main data that 
is received by the receiving means or recorded in the 
recording means; judging means for judging whether 
the terminal apparatus is connected to the server appa- 
ratus; and control means for permitting the decoding 
means to decode the coded main data that is received 
by the receiving means when the judging means judges 
that the terminal apparatus is connected to the server 
apparatus, and for permitting the decoding means to 
decode the coded main data that is recorded in the 
recording means when the judging means judges that 
the terminal apparatus is not connected to the server 
apparatus. 

[0011] Embodiments of the invention will now be 
described, by way of example only, with reference to the 
accompanying drawings, in which: 

FIGS. 1A-1D are a front view, a side view, a plan 
view, and a bottom view, respectively, showing the 
outer shape of a plate-like memory according to a 
first embodiment of the present invention; 
FIGS. 2A-2E are a plan view, a top view, a left-hand 
side view, a right-hand side view, and a bottom 
view, respectively, showing an example appear- 
ance of a drive apparatus according to the first 
embodiment; 

FIG. 3 is a block diagram of the drive apparatus 
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according to the first embodiment; 

FIG. 4 shows an example of connection of a system 

including the drive apparatus according to the first 

embodiment of the invention; 

FIG. 5 shows data flows in recording, reproducing, 

copying, and moving operations according to the 

first embodiment; 

FIG. 6 shows copying and movement operations 
according to the first embodiment; 
FIG. 7 is a flowchart showing a process on the per- 
sonal computer side of operation (3) according to 
the first embodiment; 

FIG. 8 is a flowchart showing a process on the drive 
apparatus side of operation (3) according to the first 
embodiment; 

FIG. 9 is a flowchart showing a process on the per- 
sonal computer side of operation (6) according to 
the first embodiment; 

FIG. 10 is a flowchart showing a process on the 
drive apparatus side of operation (6) according to 
the first embodiment; 

FIG. 11 is a flowchart showing a process on the 
personal computer side of operation (8) according 
to the first embodiment; 

FIG. 12 is a flowchart showing a process on the 
drive apparatus side of operation (8) according to 
the first embodiment; 

FIG. 13 is a block diagram showing a system 
according to a second embodiment of the invention; 
FIG. 14 is a flowchart showing a personal-compu- 
ter-side process according to the second embodi- 
ment that is executed in producing a copy of an 
audio file in a plate-like memory; 
FIG. 15 is a flowchart showing a drive-apparatus- 
side process according to the second embodiment 
that is executed in producing a copy of the audio file 
in the plate-like memory; 

FIG. 16 is a block diagram showing a system 
according to the second embodiment of the inven- 
tion; 

FIG. 17 is a flowchart showing a plate-like-memory- 
side process according to the second embodiment 
that is executed in returning the use right of an 
audio file to a personal computer; 
FIG. 18 is a flowchart showing a drive-apparatus- 
side process according to the second embodiment 
that is executed in returning the use right of the 
audio file to the personal computer; and 
FIG. 19 is a flowchart showing a personal-compu- 
ter-side process according to the second embodi- 
ment that is executed in returning the use right of 
the audio file to the personal computer. 

[001 2] Embodiments of the present invention will be 
hereinafter described. In the embodiments, a plate-like 
memory having a plate-like outer shape, a CD, an MD, a 
CD- ROM, or the like is an example of a recording 
medium corresponding to the first recording medium 



according to the invention, and an HDD in a personal 
computer is an example of a recording medium corre- 
sponding to the second recording medium according to 
the invention. 

5 [0013] A drive apparatus capable of performing 
recording and reproduction on a plate-like memory is an 
example of the first apparatus and the data processing 
apparatus according to the invention and a personal 
computer is an example of the second apparatus 

10 according to the invention. 

[0014] The description will be made according to 
the following order: 

1 . Plate-like memory 
75 2. Configuration of drive apparatus 

3. Example of system connection 

4. Data recording, reproducing, copying, and mov- 
ing operations (1)-(8) 

5. Operations involving recording in HDD 

20 

5-1 Operation (3) 
5-2 Operation (4) 

5- 3 Operation (5) 

25 6. Operations involving reproduction from HDD 

6- 1 Operation (6) 
6-2 Operation (7) 
6-3 Operation (8) 

30 

1 . Plate-like memory 

[001 5] First, the outer shape of a plate-like memory 
1 that is a recording medium used in this embodiment 

35 will be described with reference to FIGS. 1 A-1 D. 

[0016] For example, the plate-like memory 1 has a 
memory device having a prescribed capacity in a plate- 
like body as shown in FIGS. 1 A-1 D. In this embodiment, 
the memory device is a flash memory. 

40 [0017] The body, which is shown in FIGS. 1A-1D 
that are a front view, a side view, a plan view, and a bot- 
tom view, respectively, is a plastic mold. Specific exam- 
ples of its dimensions are such that widths W1 1 , W12. 
and W13 (see FIG. 1) are 60 mm, 20 mm, and 2.8 mm, 

45 respectively. 

[0018] A terminal portion 2 having nine electrodes, 
for example, is formed on the body so as to extend from 
a lower portion of the front surface to a front portion of 
the bottom surface. A read or write operation on the 

so internal memory device is performed through the termi- 
nal portion 2. 

[001 9] The body is formed with a cut portion 3 at the 
top-left corner (in the plan view). The cut portion 3 is 
formed to prevent the plate-like memory 1 from being 
55 mounted in, for example, an attachment/detachment 
mechanism of the drive apparatus main body side in an 
erroneous insertion direction. 

[0020] To improve the ease of use, the bottom sur- 
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face of the body is formed with a projection/recess por- 
tion 4 for slip prevention. The bottom surface is also 
formed with a slide switch 5 for preventing erroneous 
erasure of recorded contents. 

[0021] In the plate-like memory 1 having the above s 
structure, it is prescribed that the flash memory capacity 
is one of 4 MB (megabytes), 8 MB, 16 MB, 32 MB, 64 
MB, and 128 MB. 

[0022] What is called a FAT (file allocation table) 
system is used as a file system for data recording and 10 
reproduction. 

2. Configuration of drive apparatus 

[0023] The configuration of a drive apparatus 20 75 
according to the embodiment which can perform record- 
ing and reproducing operations on the above plate-like 
memory 1 will be described with reference to FIGS. 2A- 
2E and 3. 

[0024] A variety of main data can be handled by the 20 
drive apparatus 20 as a subject of writing or reading on 
the plate-like memory 1 . Examples of such main data 
are moving picture data, still picture data, voice data, 
audio data of a CD or the like, and control data. 
[0025] As described later, in the system according 25 
to the embodiments, the drive apparatus 20 is a section 
that codes data at the time of copying or movement and 
performs decoding at the time of reproduction. 
[0026] FIGS. 2A-2E are a plan view, a top view, a 
left-hand side view, a right-hand side view, and a bottom 30 
view of an example appearance of the drive apparatus 
20. 

[0027] For example, the drive apparatus 20 is made 
small and light so that a user can carry it easily. 
[0028] As shown in FIG. 2B, the plate-like memory 35 
1 is mounted in an attachment/detachment mechanism 
22 that is formed in the top portion of the drive appara- 
tus 20. The drive apparatus 20 records or reproduces 
various data such as musical data, voice data, moving 
image data, still image data, computer data, and control 40 
data to or from the plate-like memory 1 . 
[0029] The front surface of the drive apparatus 20 is 
formed with a display section 21 such as a liquid display 
panel where a reproduced image or characters, infor- 
mation associated with a reproduced voice or music, a 45 
manipulation guide message, or the like is displayed. 
[0030] Various terminals are formed for connection 
to various apparatuses (described later). 
[0031] For example, as shown in FIG. 2B, the top 
surface is formed with a headphone terminal 23 and a so 
microphone input terminal 25. When a headphone is 
connected to the headphone terminal 23, a reproduc- 
tion audio signal is supplied to the headphone and a 
user can listen to a reproduction audio output. When a 
microphone audio output is connected to the micro- 55 
phone input terminal 25, the drive apparatus 20 can 
capture a voice signal collected by the microphone and 
record it in the plate-like memory 1 , for example. 



[0032] As shown in FIG. 2D, the right-hand side sur- 
face of the body is formed with a line output terminal 24, 
a line input terminal 26, a digital input terminal 27, etc. 
[0033] When an external apparatus is connected to 
the line output terminal 24 via an audio cable, a repro- 
duction audio signal can be supplied to the external 
apparatus. For example, when an audio amplifier is con- 
nected to the line output terminal 24, a user can listen to 
music or voice, with a speaker system, that is repro- 
duced from the plate-like memory 1 . Alternatively, when 
a Mini disc recorder or a tape recorder is connected to 
the line output terminal 24, music or voice that is repro- 
duced from the plate-like memory 1 can be dubbed to 
another medium. 

[0034] When an external apparatus is connected to 
the line input terminal 26. it becomes possible to cap- 
ture an audio signal that is supplied from the external 
apparatus such as a CD player and record it in the plate- 
like memory 1 , for example. 

[0035] Further, digital audio data that is transmitted 
via an optical cable can be input through the digital input 
terminal 27. For example, if an external CD player or the 
like is capable of outputting digital data, what is called 
digital dubbing is enabled by connecting it to the digital 
input terminal 27 via an optical cable. 
[0036] For example, as shown in FIG. 2C, the left- 
hand side surface of the drive apparatus 20 is formed 
with a USB (universal serial bus) connector 28, a power 
terminal 29, etc. 

[0037] The USB connector 28 enables various 
kinds of communication and data transmission with 
U SB-conformable apparatuses such as a personal 
computer having a USB interface. 
[0038] The drive apparatus 20 according to the 
embodiment holds, for example, a dry cell or a 
rechargeable battery inside as an operation power 
source. Operation power can also be obtained from an 
external commercial AC line by connecting an AC adap- 
tor to the power terminal 29. 

[0039] The above-described kinds, number, and 
arrangement positions of terminals are just examples 
and terminals may be provided in different manners 
than described above. 

[0040] For example, a digital output terminal capa- 
ble of accommodating an optical cable may be pro- 
vided. Further, a SCSI connector, a serial port, an RS- 
232C connector, an IEEE connector, etc. may be 
formed. 

[0041 ] No description is made of terminal structures 
because they are known. However, it is noted that it is 
possible to commonize the above-mentioned head- 
phone terminal 23 and line output terminal 24 into a sin- 
gle terminal, or commonize those terminals 23 and 24 
with a digital output terminal. Similarly, it is possible to 
commonize the microphone input terminal 25, the line 
input terminal 26. and the digital input terminal 27 into a 
single terminal. 

[0042] The drive apparatus 20 is provided with 
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manipulators to be used by a user, such as a manipula- 
tion lever 31, a stop key 23, a record key 33, a menu key 
34, a volume-up key 35, a volume-down key 36, and a 
hold key 37. 

[0043] The manipulation lever 31 is a manipulator 
that can be turned at least in the vertical direction; it 
may further be made depressible. Manipulation modes 
of the manipulation lever 31 enable a manipulation for 
reproducing musical data or the like, an REW and AMS 
manipulation (fast rewinoVhead search), an FF and AMS 
manipulation (fast feed/head search), etc. 
[0044] The stop key 32 is a key for ordering a stop 
of a reproducing or recording operation of musical data 
or the like. The record key 33 is a key for ordering a 
recording operation of musical data or the like. The 
menu key 34 is a key to be used for editing of musical 
data or the like and mode setting. The volume-up key 35 
and the volume-down key 36 are keys for ordering 
increase and decrease, respectively, of the output 
sound volume in reproduction of musical data or the 
like. 

[0045] The hold key 37 is a key for enabling or disa- 
bling the manipulation-receiving functions of the respec- 
tive keys. For example, the manipulation-receiving 
functions of the respective keys are disabled by the hold 
key 37 when there is a possibility that a key is 
depressed inadvertently during carriage and an errone- 
ous operation is thereby caused. 
[0046] Naturally, the above manipulation keys are 
just examples. Other manipulators such as a cursor 
movement key, numeral keys, and a manipulation dial 
such as a JOG dial may be provided. 
[0047] A power-on/off key was not described above. 
It is possible to dispense with a power key by making the 
manipulation lever 31, for example, serve also as a 
power-on key and providing a process of turning off the 
power if a prescribed time has elapsed from a manipu- 
lation on the stop key 32. Naturally, a power key may be 
provided. 

[0048] The number, kinds, positions of manipula- 
tors provided may be determined in a wide variety of 
manners. However, by preparing a minimum necessary 
number of manipulators in the manner shown in FIGS. 
2A-2E, the number of keys is decreased and hence the 
size and the cost of the apparatus are reduced and the 
ease of operation is improved. 

[0049] FIG. 3 shows the internal configuration of the 
drive apparatus 20. 

[0050] A CPU 41 , which is a central control section 
of the drive apparatus 20, controls the operations of the 
respective sections described below. 
[0051] A ROM 41a storing, for example, an opera- 
tion program and various constants and a RAM 41b as 
a work area are provided in the CPU 41 . 
[0052] A manipulation section 30 corresponds to 
the various manipulators 31-37 described above. The 
CPU 41 performs a control operation that is prescribed 
by the operation program in accordance with manipula- 



tion input information supplied from the manipulation 
section 30. 

[0053] A flash memory 48 is also provided. The 
CPU 41 can store, in the flash memory 48, system set- 

5 ting information relating to various operations such as a 
music recording mode, a reproduction volume, and a 
display mode, and other information. 
[0054] In particular, in this embodiment, a terminal 
key as an identifier is set in the form of a code that is dif- 

10 ferent from one drive apparatus 20 to another. The ter- 
minal key is held by the flash memory 48. 
[0055] By giving a SAM 50 (described later) the ter- 
minal key that is read out from the flash memory 48, the 
CPU 41 causes the SAM 50 to perform coding or 

75 decoding. 

[0056] A real time clock 44, which is what is called a 
clock section, keeps time to indicate the current date 
and time. The CPU 41 can check the current date and 
time based on date/time data that is supplied from the 

20 real time clock 44. 

[0057] A USB interface 43 is a communication inter- 
face with an external apparatus that is connected to the 
USB connector 28. The CPU 41 can perform data com- 
munication with an external personal computer or the 

25 like via the USB interface 43. For example, control data, 
computer data, image data, audio data, or the like is 
transmitted or received. 

[0058] A regulator 46 and a DC/DC converter 47 
are provided as power sections. When the power is to 

30 be turned on, the CPU 41 instructs the regulator 46 to 
turn on the power. In response to the instruction, the 
regulator 46 starts supply of power from a battery (a dry 
cell or rechargeable battery). Alternatively, where an AC 
adaptor is connected to the power terminal 29, the reg- 

35 ulator 46 starts supply of power from the AC adaptor. 
[0059] A power source voltage that is output from 
the regulator 46 is converted by the DC/DC converter 
47 into a prescribed voltage value, which is supplied to 
the individual blocks as an operation power source volt- 

40 age Vcc. 

[0060] When the plate-like memory 1 is mounted in 
the attachment/detachment mechanism 22, the CPU 41 
can access the plate-like memory 1 via a memory inter- 
face 42 and hence can perform recording, reproduction, 

45 editing, or the like of various data. 

[0061] By controlling a display driver 45, the CPU 
41 can cause the display section 21 to display a pre- 
scribed image. For example, a menu or a guide for 
manipulation by a user, the contents of files that are 

so recorded in the plate-like memory 1 , or like information 
is displayed. For example, where image data of a mov- 
ing picture or a still picture is recorded in the plate-like 
memory 1, the image data can be read out and dis- 
played on the display section 21 . 

55 [0062] As described above, in the embodiment, the 
digital input terminal 27, the microphone input terminal 
25, the line input terminal 26, the headphone terminal 
23, and the line output terminal 24 are formed for 
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input/output of a musical signal or a voice signal as an 
audio signal. 

[0063] The SAM (security application module: cod- 
ing/expansion processing section) 50, a DSP (digital 
signal processor) 49, an analog-to-digital/digital-to-ana- s 
log conversion section (ADDA conversion section) 54, a 
power amplifier 56, a microphone amplifier 53, an opti- 
cal input module 51 , and a digital input section 52 are 
provided as an audio signal processing system for the 
above terminals. 10 
[0064] The SAM 50 performs coding or decoding of 
data that is exchanged between the CPU 41 and the 
DSP 49 as well as exchanges, with the CPU 41, the 
encryption key that is an identifier and also called a ter- 
minal key. That is. the SAM 50 performs coding and 75 
decoding by using the terminal key. 
[0065] The coding and decoding by the SAM 50 
may be enabled for data other than musical data. 
[0066] The DSP 49 compresses or expands aucfio 
data based on a command supplied from the CPU 41 . 20 
[0067] The digital input section 52 performs input 
interface processing on digital audio data that is cap- 
tured by the optical input module 51 . 
[0068] The ADDA conversion section 54 performs 
A/D conversion or D/A conversion on an audio signal. 25 
[0069] An audio signal is input or output in the fol- 
lowing manner by the above blocks. 
[0070] A signal that has been supplied as digital 
audio data from an external apparatus to the digital 
input terminal 27 via an optical cable is photoelectrical^ 30 
converted and captured by the optical input module 51 , 
and then subjected to a receiving operation in the digital 
input section 52 according to a transmission format The 
digital audio data thus received and extracted is com- 
pressed by the DSP 49, supplied to the CPU 41 , and 35 
then made data to be recorded in the plate-like memory 
1, for example. 

[0071] When a microphone is connected to the 
microphone input terminal 25, an input audio signal is 
amplified by the microphone amplifier 53, A/D-con- 40 
verted by the ADDA conversion section 54, and then 
supplied to the DSP 49 as digital audio data. The digital 
audio data is compressed by the DSP 49, supplied to 
the CPU 41 , and then made data to be recorded in the 
plate-like memory 1 , for example. 45 
[0072] An input audio signal coming from an exter- 
nal apparatus that is connected to the line input terminal 
26 is A/D-converted by the ADDA conversion section 54 
and then supplied to the DSP 49 as digital audio data. 
The digital audio data is compressed by the DSP 49, so 
supplied to the CPU 41, and then made data to be 
recorded in the plate-like memory 1, for example. 
[0073] On the other hand, when audio data that is 
read out from the plate-like memory 1 , for example, is to 
be output, the CPU 41 causes the DSP 49 to expand 55 
the audio data. The digital audio data thus processed is 
converted into an analog audio signal by the ADDA con- 
version section 54 and then supplied to the power 



amplifier 56. The power amplifier 56 performs amplifica- 
tion for supply to a headphone or line output and sup- 
plies an amplified signal to the headphone terminal 23 
or the line output terminal 24. 

[0074] As described later, the drive apparatus 20 
can causes the USB interface 43 to supply audio data 
as compressed data that is read out from the plate-like 
memory 1 or audio data that is captured via the digital 
input terminal 27, the microphone input terminal 25, or 
the line input terminal 26 and then compressed to an 
external apparatus such as a personal computer via the 
USB terminal 28 after coding it with the SAM 50. 
[0075] Further, the drive apparatus 20 can supply 
audio data that was captured from an external appara- 
tus that is connected to the USB terminal 28 back to the 
external apparatus via the USB terminal 28 after coding 
it with the SAM 50. 

[0076] Each of the above operations is performed in 
copying or moving audio data, an example of which is 
an operation that is performed in recording coded audio 
data in the HDD or the like of a personal computer as an 
external apparatus (described later in detail). 
[0077] For example, as described later, in reproduc- 
ing data that was copied or moved in the above manner, 
reproduced coded data is input to the drive apparatus 
20 via the USB interface 53. In this case, the CPU 41 
causes the SAM 50 to decode the audio data The 
decoded audio data is recorded in the plate-like mem- 
ory 1 , output from the headphone terminal 23 or the line 
output terminal 24 after being expanded by the DSP 49, 
or transmitted to an external apparatus such as a per- 
sonal computer via the USB interface 43. 
[0078] The configuration of the drive apparatus 20 
shown in FIG. 3 is just an example and the invention is 
not limited to it. 

[0079] For example, it is conceivable to incorporate 
a speaker for output of audio data and perform audio 
output by supplying an output of the power amplifier 56 
to the speaker. 

[0080] In the embodiment, in the following descrip- 
tion of copying and movement operations, audio data is 
used as an example of main data that is a subject of a 
copying or movement operation. However, as described 
above, the drive apparatus 20 can deal with not only 
audio data but also other various data, to which the cop- 
ying and movement operations that will be described 
bellow can also be applied. 

3. Example of system connection 

[0081 ] FIG. 4 shows an example of system connec- 
tion in which the drive apparatus 20 serves as the 
center. 

[0082] A system according to the invention is con- 
structed in such a manner that at least the drive appara- 
tus 20 and a personal computer 1 1 are connected to 
each other so as to be able to communicate with each 
other. A variety of operations can be realized by con- 
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necting other various apparatuses to the system. 
[0083] As described above, when mounted with a 
plate-like memory 1 , the drive apparatus 20 can record 
or reproduce data to or from the plate-like memory 1 . 
[0084] For example, when a plate-like memory 1 in 5 
which musical data is recorded is mounted in the drive 
apparatus 20, a user can enjoy reproduced music by 
connecting a headphone 12 to the drive apparatus 20 
as shown in FIG. 4. 

[0085] When a CD player 10, for example, as an w 
external reproducing apparatus is connected to the line 
input terminal 26 or the digital input terminal 27 via a 
cable 13, the drive apparatus 20 can capture a repro- 
duction audio signal from the CD player 10 and record it 
in the plate-like memory 1 . 15 
[0086] Although not shown in FIG. 4, it is also pos- 
sible to connect a microphone to the drive apparatus 20 
and record a collected voice in the plate-like memory 1 , 
or to connect a recording apparatus such as an MD 
recorder to the drive apparatus 20, supply data to the 20 
recording apparatus, and record the data on a recording 
medium that is mounted in the recording apparatus. 
[0087] When the drive apparatus 20 is connected to 
an information apparatus such as the personal compu- 
ter 1 1 via a USB (universal serial bus) cable 14, it is pos- 25 
sible to record data supplied from the personal 
computer 1 1 in the plate-like memory 1 or transfer data 
reproduced from the plate-like memory 1 to the per- 
sonal computer 11 for copying or movement. For exam- 
ple, the destination of copying or movement is an HDD 30 
1 1 a in the personal computer 1 1 . 
[0088] A speaker 1 1 b and a CD- ROM drive 1 1 c are 
shown in the personal computer 1 1 . Operations using 
those components will be described later. 
[0089] As described above, when connected to one 35 
of various apparatuses, the drive apparatus 20 makes it 
possible to perform recording or reproduction in a state 
also suitable for carriage. Or a system operation can be 
performed when the drive apparatus 20 is connected to 
an apparatus that is installed in a home or at a place of 40 
work. 

[0090] The drive apparatus 20 of the embodiment 
has the display section 21 . By using the display section 
21 , the drive apparatus 20 can reproduce, by itself, doc- 
ument data, image data, or the like recorded in the 45 
plate-like memory 1 . 

[0091] Although not provided in the above- 
described drive apparatus 20 of the embodiment, rf a 
built-in microphone or speaker is provided, the drive 
apparatus 20 can reproduce or record, by itself, music, so 
voice, or a moving picture from or in the plate-like mem- 
ory 1. 

[0092] Further, although in this embodiment the 
plate-like memory 1 is mounted in the drive apparatus 
20 in a detachable manner, another configuration is 55 
possible in which a built-in nonvolatile memory such as 
a flash memory (the plate-like memory 1 also uses a 
flash memory) is provided inside the drive apparatus 20 



and audio data or the like to be recorded or reproduced 
is stored in the built-in nonvolatile memory. 
[0093] As described above, a variety of modes of 
use of the drive apparatus 20 can be realized such as 
independent use and a system operation in which the 
drive apparatus 20 is connected to the personal compu- 
ter 1 1 or the like. 

[0094] Incidentally, a statement was made above to 
the effect that the terminal key unique to the drive appa- 
ratus 20 is stored in the flash memory 48. For example, 
as shown in FIG. 4, drive apparatuses 20, 20 A, 20B, ... 
store respective terminal keys TMK1, TMK2, TMK3, ... 
as different code numbers. 

4. Data recording, reproducing, copying, and moving 
operations MH8) 

[0095] FIG. 5 schematically shows, as operations 
(1)-(8), data flows in various operation examples of 
recording, reproduction, copying, and movement on 
main data such as audio data in the drive apparatus 20 
of the embodiment or a system in which the drive appa- 
ratus 20 is connected to another apparatus. 
[0096] FIG. 5, which includes the plate-like memory 
1 , the drive apparatus 20, the personal computer 1 1 . an 
input source apparatus 100, and an output destination 
apparatus 101 , shows data flows. 
[0097] The input source apparatus 100 is an appa- 
ratus other than the personal computer 11 and the 
plate-like memory 1 that is connected to the drive appa- 
ratus 20 and supplies audio data to the drive apparatus 
20. For example, the input source apparatus 100 is a 
reproducing apparatus such as a CD player 1 0 shown in 
FIG. 4 or a microphone to be connected to the micro- 
phone input terminal 25 of the drive apparatus 20. 
[0098] The output destination apparatus 101 is an 
apparatus other than the personal computer 1 1 and the 
plate-like memory 1 that is connected to the drive appa- 
ratus 20 and supplied with audio data by the drive appa- 
ratus 20. For example, the output destination apparatus 
101 is the headphone 12 shown in FIG. 4, a speaker 
system (not shown), or a recording apparatus such as 
an MD recorder. 

[0099] Operation (1) is a reproducing operation on 
the plate-like memory 1 that is performed by the drive 
apparatus 20, that is, an operation that the drive appa- 
ratus 20 reads out an audio data file that is recorded in 
the mounted plate-like memory 1 and the output desti- 
nation apparatus 101 outputs it as an audio output. To 
this end, as described above, the drive apparatus 20 
reads out audio data via the memory interface 42 and 
outputs it to the output destination apparatus 1 01 via the 
headphone terminal 23 or the line output terminal 24 
after subjecting it to processing in the DSP 49, the , 
ADDA conversion section 54, and the power amplifier 
56. 

[0100] Operation (2) is a recording operation on the 
plate-like memory 1 that is performed by the drive appa- 
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ratus 20, that is, an operation that the drive apparatus 
20 records audio data supplied from the input source 
apparatus 100 in the mounted plate-like memory 1. To 
this end, as described above, the drive apparatus 20 
writes audio data that is input via the microphone input s 
terminal 25, the line input terminal 26, or the digital input 
terminal 27 and then compressed by the DSP 49 to the 
plate-like memory 1 via the memory interface 42. 
[0101] Operations (3), (4), and (5) are operations 
that audio data is recorded in the HDD 11a of the per- 10 
sonal computer 1 1 . 

[0102] First, operation (3) is an operation that audio 
data recorded in the plate-fike memory 1 is copied or 
moved to the HDD 11a. 

[0103] In this case, the drive apparatus 20 reads is 
out an audio data file recorded in the mounted plate-like 
memory 1 via the memory interface 42 and codes the 
data with the SAM 50. The drive apparatus 20 supplies 
the coded audio data to the personal computer 1 1 via 
the USB interface 43. The personal computer 11 20 
records the received coded audio data in the HDD 11a. 
[0104] Operation (4) is an operation that audio data 
recorded on a recording medium such as a CD that is 
mounted in a CD player as the input source apparatus 
100 is copied or moved to the HDD 1 1a. 25 
[0105] In this case, the drive apparatus 20 causes 
the SAM 50 to code audio data that is input via. for 
example, the microphone input terminal 25, the line 
input terminal 26. or the digital input terminal 27 and 
then compressed by the DSP 49. The drive apparatus 30 
20 supplies the coded audio data to the personal com- 
puter 1 1 via the USB interface 43. The personal compu- 
ter 11 records the received coded audio data in the 
HDD 11a. 

[0106] Operation (5) is an operation that audio data 35 
recorded on a recording medium such as a CD or a CD- 
ROM that is mounted in another reproducing apparatus 
such as a CD-ROM drive 11c incorporated in the per- 
sonal computer 1 1 is copied or moved to the HDD 11a. 
[01 07] In this case, the drive apparatus 20 captures, 40 
via the USB interface 43. audio data that is reproduced 
by the CD-ROM drive 1 1c in the personal computer 1 1 
and then transmitted, and then causes the SAM 50 to 
code the captured audio data. The drive apparatus 20 
supplies the coded audio data to the personal computer 45 
11 via the USB interface 43. The personal computer 1 1 
records the received coded audio data in the HDD 1 1 a. 
[0108] Operations (6), (7), and (8) are operations of 
reproducing audio data from the HDD 11a that is per- 
formed by the personal computer 1 1 , that is, operations so 
of reproducing coded audio data that was recorded by 
one of the above operations (3), (4), and (5). 
[0109] Operation (6) is an operation of reproducing 
and outputting coded audio data that is read out from 
the HDD 11a from the output destination apparatus 101 55 
via the drive apparatus 20. 

[01 1 0] In this case, the drive apparatus 20 captures, 
via the USB interface 43, audio data reproduced from 
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the HDD 11a in the personal computer 11 and then 
transmitted and causes the SAM 50 to decode the audio 
data. The drive apparatus 20 outputs the decoded audio 
data to the output destination apparatus 101 from the 
headphone terminal 23 or the line output terminal 24 
after subjecting it to processing by the DSP 49, the 
ADDA conversion section 54, and the power amplifier 
56. 

[01 1 1 ] Operation (7) is an operation of reproducing 
and outputting coded audio data that is read out from 
the HDD 1 1 a from the speaker 1 1 6 of the personal com- 
puter 1 1 via the drive apparatus 20. 
[01 1 2] In this case, the drive apparatus 20 captures, 
via the USB interface 43, audio data reproduced from 
the HDD 11a in the personal computer 11 and then 
transmitted and causes the SAM 50 to decode the audio 
data. The drive apparatus 20 causes the DSP 49 to 
expand the decoded audio data and transmits the 
expanded audio data to the personal computer 1 1 via 
the USB interface 43. The personal computer 11 repro- 
duces and outputs the audio data thus received from 
the speaker 11b. 

[0113] If the personal computer 11 side has the 
expansion function of the DSP 49, the personal compu- 
ter 1 1 side may perform the expansion. 
[0114] Operation (8) is an operation that the drive 
apparatus 20 records, in the plate-like memory 1 , coded 
audio data that is read out from the HDD 11a. That is, 
operation (8) is a copying or movement operation in the 
reverse direction to that as the above-described opera- 
tion (3). For example, in operation (8), audio data that 
was moved from the plate-like memory 1 to the HDD 
1 1a by operation (3) is moved to the plate-like memory 
1 to restore the original state. 

[01 1 5] In this case, the drive apparatus 20 captures, 
via the USB interface 43, audio data reproduced from 
the HDD 11a in the personal computer 11 and then 
transmitted and causes the SAM 50 to decode the audio 
data. The drive apparatus 20 writes the decoded audio 
data to the plate-like memory 1 via the memory inter- 
face 42. 

[0116] Although classification into operations (1)- 
(8) has been made above for the sake of convenience of 
description, copying and movement operations as sys- 
tem operations of the embodiment, that is, operations 
involving coding or decoding using the terminal key of 
the drive apparatus 20 are operations (3)-(8). 
[0117] FIG. 6 is a schematic diagram showing 
those copying and movement operations. 
[01 1 8] For example, as shown in FIG. 6, files ADF1 , 
ADF2, ... of music data or the like as audio data are 
recorded in the plate-like memory 1. 
[01 1 9] A management file for managing those files 
is also recorded. The management file manages 
addresses as pointer information, file numbers, file 
names, fie lengths of the respective audio data files 
ADF1, ADF2 

[0120] An additional data file containing additional 
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data of the respective audio data files ADF1, ADF2, ... 
may also be recorded. Trie additional data is informa- 
tion associated with a song, such as a song name, an 
artist name, words, and a message. 
[0121] To copy, for example, the audio data file 
ADF1 from the plate-like memory 1 by the above- 
described operation (3), as shown in FIG. 6, audio data 
that is read out as the audio data file ADF1 is coded by 
using the terminal key and a resulting data file S-ADF1 
of coded audio data is written to the HDD 11a. The addi- 
tional data relating to the audio data file ADF1 may also 
be read out and recorded in the HDD 11a side. By not 
coding the additional data, the song name etc. of audio 
data that has been copied to the HDD 11a can be dis- 
played to a user on the personal computer 1 1 side, for 
example. 

[0122] Audio data that is input by operation (4) or 
(5) is also recorded in the HDD 1 1a after being coded. 
[0123] Although the personal computer 1 1 can ordi- 
narily handle the file itself of the coded audio data file S- 
ADF1 that is recorded in the HDD 11a, actually the per- 
sonal computer 1 1 cannot reproduce it as it is. 
[0124] For example, since the personal computer 
1 1 handles the coded audio data file S-ADF1 as a one 
ordinary file recorded in the HDD 11a, the personal 
computer 1 1 can copy or move it to another recording 
medium such as another HDD, a floppy disc, or a mag- 
neto-optical disc or transmit it as communication data. 
[01 25] However, since the audio data itself is coded 
and the terminal key that is necessary for decoding it is 
recognized by only the drive apparatus 20 that coded it. 
neither the personal computer 1 1 nor other apparatuses 
cannot decode it by themselves. Therefore, even if the 
audio data is output as reproduction audio, the repro- 
duction audio is not recognizable. 
[0126] Therefore, to reproduce the coded audio 
data file S-ADF1, it is necessary to connect the drive 
apparatus 20 that was used in the previous copying or 
movement operation to the personal computer 1 1 . 
[0127] In this state, as described above as opera- 
tion (6), (7), or (8), the coded audio data fife S-ADF1 
that is read out from the HDD 1 1a is transmitted to the 
drive apparatus 20 and the drive apparatus 20 decodes 
it by using the terminal key into decoded audio data, 
which is reproduced and output or recorded in the plate- 
like memory 1 as shown in FIG. 6. 
[0128] As described above in connection with FIG. 
4, the drive apparatus 20 has its own code as a terminal 
key. That is, other drive apparatuses 20 have different 
code numbers as terminal keys. 
[0129] Therefore, a certain drive apparatus 20 can 
decode only data that was coded by the same drive 
apparatus 20 and then copied or moved. 
[0130] In other words, the coded audio data file S- 
ADF1 that is recorded in the HDD 11a can be repro- 
duced by only the user himself who owns the drive 
apparatus 20 that recorded the file S-ADF1 by a copying 
or movement operation. 



[0131] This means that copied or moved main data 
can be used, that is, reproduced, only within the con- 
fines of personal duplication by a user, and hence copy- 
right infringement of musical data etc. can be prevented 

5 very effectively. 

[0132] On the other hand, as described above, a 
user is free to copy the coded audio data file S-ADF1 
itself to another recording medium or transmit it. And the 
user himself can reproduce the audio data by connect- 

10 ing his own drive apparatus 20 to the drive of the record- 
ing medium or a transmission destination apparatus. 
[0133] That is, various forms of data use and data 
carriage are enabled within the confines of personal use 
of a user, whereby the ease of use of the user can be 

75 improved. 

[0134] Further, for example, data that is high in 
secrecy to a user is not reproducible by persons other 
than the user himself, that is, the person who owns the 
drive apparatus 20. Therefore, a secrecy protection 

20 effect can be obtained as well as the copyright protec- 
tion effect. 

[0135] The terminal key that is used for coding or 
decoding audio data is stored in the drive apparatus 20 
and coding or decoding is necessarily performed in the 

25 drive apparatus 20. That is, the terminal key is not trans- 
ferred to another apparatus at the time of a copying or 
movement operation. Further, at other time points, there 
is no necessity for transmitting the terminal key to the 
outside of the drive apparatus 20. 

30 [01 36] This means that the terminal key does not go 
out of the drive apparatus 20 at all. It is impossible to 
steal the code number of the terminal key in a commu- 
nication process or to make the terminal key usable in a 
copying or movement destination apparatus. Thus, the 

35 security against decoding is very high. 

5. Operations involving recording in HDD 

[0137] Example processes of the above-described 
40 operations (3)-(8) will be described below. First, opera- 
tions (3). (4), and (5) will be described here as opera- 
tions involving recording in the HDD 11a. 

5-1 Operation (3) 

45 

[0138] As operation(3), an operation of copying or 
moving main data such as an audio data file recorded in 
the plate-like memory 1 to the HDD 1 1a of the personal 
computer 1 1 , will be described with reference to FIGS. 
so 7 and 8. 

[0139] FIG. 7 shows a process on the personal 
computer 1 1 side and FIG. 8 shows a process that is 
executed by the CPU 41 of the drive apparatus 20. 
[0140] As described above, a copying or movement 
55 operation as operation (3) is performed in a state that 
the drive apparatus 20 is connected to the personal 
computer 1 1 . In this state, a user causes a copying or 
movement operation by performing manipulations 
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using, for example, the personal computer 1 1 side (e.g.. 
manipulations using input devices of the personal com- 
puter 1 1 such as a keyboard and a mouse (not shown)). 
[0141 ] When the user has performed manipulations 
for copying or movement on the personal computer 1 1 . 
the process of the personal computer 1 1 proceeds from 
step F101 to step F102 (see FIG. 7). At step F102, first 
the personal computer 11 checks whether the drive 
apparatus 20 is connected to it. 

[0142] Specifically, the personal computer 1 1 trans- 
mits a status request command (communication C1) to 
the CPU 41 of the drive apparatus 20 via the USB inter- 
face. At step F103. the personal computer 1 1 waits for a 
status reply (communication C2). 
[0143] When the CPU 41 of the drive apparatus 20 
receives the status request command (communication 
C1), the process proceeds from step F201 to step F202 
(see FIG. 8). At step F202. the CPU 41 causes trans- 
mission of data indicating a current status. Specifically, 
the data indicates whether a plate-like memory 1 is 
mounted in the drive apparatus 20 and whether a state 
has been established that audio data or the like can be 
read out from the plate-like memory 1 and read-out data 
can be transmitted to the personal computer 1 1 . 
[0144] When the personal computer 11 receives 
the status data at step F103 in FIG. 7. at step F104 the 
personal computer 11 checks the status content and 
checks whether a proper connection state for copying or 
movement is established. 

[0145] Although not shown in FIGS. 7 and 8 in 
detail, if no status data is received from the drive appa- 
ratus 20 in response to the status request command for 
a prescribed time or more, or if it is detected that the ter- 
minal state of the USB connector (e.g., the voltages of 
the respective terminals) is a disconnection state, the 
personal computer 1 1 judges that the drive apparatus 
20 is not connected to it and error termination is made 
after execution of step F104. 

[0146] Error termination is also made when status 
data is received from the drive apparatus 20 but it indi- 
cates an improper state. Examples are such that the 
plate-like memory 1 is not mounted in the drive appara- 
tus 20 and that the drive apparatus 20 is performing 
another recording operation, in which cases the drive 
apparatus 20 cannot deal with a copying or movement 
operation. 

[0147] When it has been confirmed by the status 
check that a proper connection state is established, the 
process of the personal computer 1 1 goes to step F105. 
where the personal computer 11 transmits a content 
check command (communication C3) to the CPU 41 . At 
step F106. the personal computer 11 waits for a reply 
(communication C4) to the content check command. 
[0148] When the content check command (commu- 
nication C3) is received, the process of the CPU 41 
goes from step F203 to step F204 (see FIG. 8). At step 
F204, the CPU 41 reads out the management file of 
audio data files or the like stored in the plate-like mem- 



ory 1 via the memory interface 42 and checks the main 
data (e.g., audio data) stored in the plate-like memory 1 . 
For example, the CPU 41 captures song names of the 
audio data. The CPU 41 generates content data as a list 

5 of the song names etc. and transmits the content data 
(communication C4) to the personal computer 1 1 . 
[0149] When the personal computer 11 receives 
the content data, the process goes to step F107 in FIG. 
7, where the personal computer 1 1 displays a list of 

10 song names that can be copied or moved on the display 
screen based on the content data, as well as a request 
for selection of a song to be copied or moved. 
[0150] In response, the user performs a manipula- 
tion for selecting a song. In response to the manipiia- 

75 tion for selection, the process of the personal computer 
11 goes from step F108 to step F109. where the per- 
sonal computer 11 transmits, to the CPU 41, a com- 
mand (communication C5) instructing the CPU 41 to 
perform copying or movement of a song as the selected 

20 file. 

[0151] At step F110. the personal computer 11 
waits for a start of data transmission from the drive 
apparatus 20. 

[0152] When the CPU 41 receives the command 
25 (communication C5) instructing the CPU 41 to perform 
copying or movement, the process goes from step F205 
to step F206. where the audio data as the selected file 
is read out from the plate-like memory 1 and then trans- 
mitted. 

30 [01 53] Specifically, as described above, the CPU 41 
starts readout of the subject audio data file via the mem- 
ory interface 42. In advance, the CPU 41 reads out the 
terminal key from the flash memory 48 and transfers it 
to the SAM 50. The CPU 41 causes audio data that is 

35 read out from the plate-like memory 1 to be transferred 
to the SAM 50 by a prescribed amount each time and 
causes the SAM to code it using the terminal key. 
[01 54] The CPU 41 causes coded audio data pro- 
duced by the SAM 50 through coding to be transferred 

40 to the USB interface 43. which transmits the coded 
audio data (communication C6) to the personal compu- 
ter 11. 

[0155] When the transmission of the above coded 
audio data is started on the drive apparatus 20 side, the 

45 process of the personal computer 1 1 goes to step F1 1 1 
in FIG. 7, where the personal computer 1 1 receives the 
transmitted data and writes it to the HDD 11a. 
[0156] The coded audio data is written to the HDD 
1 1a by execution of step F206 by the CPU 41 and step 

so F1 1 1 by the personal computer 1 1 . 

[0157] After completion of the readout from the 
plate-like memory 1, coding, and transmission of the 
audio data as the subject of copying or movement, the 
process of the CPU 41 goes from step F207 to step 

55 F208, where end processing is performed. Then, the 
execution of the series of steps is finished. 
[0158] After completion of the writing of the trans- 
mitted coded audio data, the process of the personal 
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computer 1 1 goes from step F1 12 to step F1 13, where 
end processing is performed. Then, the execution of the 
series of steps is finished. 

[0159] Examples of the end processing at steps 
F113 and F208 are the CPU 41 's transmitting, to the 5 
personal computer 1 1 , status data indicating completion 
of the transmission, the personal computer 1 Vs report- 
ing normal completion of the writing to the HDD 11a, 
and the personal computer 1 1 's updating the directories 
of the HDD 11a. When the operation performed was io 
movement rather than copying, the CPU 41 erases the 
audio data as the subject of the movement operation 
from the plate-like memory 1. 

[0160] The copying or movement operation as 
operation (3) is realized by the above-described proc- 75 
esses of FIGS. 7 and 8. That is, an operation of coding 
main data in the plate-like memory 1 and storing result- 
ing coded main data in the HDD 1 1a is performed. 

5-2 Operation (4) 20 

[0161] Next, operation (4) will be described, which 
is an operation of copying or moving main data from the 
input source apparatus 1 00 (see FIG. 5) to the HDD 1 1 a 
via the drive apparatus 20. The drive apparatus 20 per- 25 
forms intermediary processing. 
[01 62] However, copying or movement is performed 
after the connection state between the personal compu- 
ter 1 1 and the drive apparatus 20 is checked by basi- 
cally the same processing as shown in FIGS. 7 and 8. 30 
[0163] For example, if a system is constructed in 
which the personal computer 1 1 and the drive appara- 
tus 20 can perform data communication with a CD 
player or the like as the input source apparatus 100, 
steps F1 05-F1 08 in FIG. 7 and steps F203-F204 in FIG. 35 
8 are rendered executable. The CPU 41 receives infor- 
mation of the contents of recorded songs from a CD 
player or the like and the personal computer 1 1 side dis- 
plays it in the form of a list to allow selection by a user. 
[0164] However, if data communication cannot be- 40 
performed as in a case where a CD player or the like is 
connected to the drive apparatus 20 merely by an audio 
cable, a song that the user causes the CD player to 
reproduce is made a subject of copying or movement 
[0165] Steps F109-F1 13 in FIG. 7 and steps F205- 45 
F208 in FIG. 8 may also be executed in this case. How- 
ever, operation (4) is different from the above-described 
operation (3) in that the CPU 41 causes coding and 
transmission at step F206 in response to input of audio 
data from the CD player or the like. so 
[01 66] That is, in this case, when input of audio data 
via the digital input terminal 27 or the line input terminal 
26 is started, the CPU 41 causes the DSP 49 to com- 
press the audio data. Then, the CPU 41 causes the 
SAM 50 to code resulting compressed audio data and 55 
then transmit resulting coded audio data to the USB 
interface 43. Then, the CPU 41 causes the USB inter- 
face 43 to transmit the coded audio data to the personal 



computer 1 1 . 

[0167] The copying or movement operation as 
operation (4) is realized in this manner. That is, an oper- 
ation of coding main data that is reproduced by an exter- 
nal reproducing apparatus such as a CD player or an 
MD player and then storing resulting coded main data in 
the HDD 1 1a is performed. 

5-3 Operation (5) 

[0168] Operation (5) is an operation of coding main 
data that is output from the CD-ROM drive 11c of the 
computer 1 1 in the drive apparatus 20 and then copying 
or moving resulting coded main data to the HDD 1 1a. 
[0169] Also in this case, copying or movement is 
performed after the connection state between the per- 
sonal computer 11 and the drive apparatus 20 is 
checked by basically the same processing as shown in 
FIGS. 7 and 8. 

[01 70] The personal computer 1 1 side allows a user 
to select main data as a subject of copying or movement 
by displaying, in the form ol a list, the contents of a CD 
or a CD-ROM mounted in the CD-ROM drive 11c. 
[0171 ] Steps F1 09-F1 1 3 in FIG. 7 and steps F205- 
F208 in FIG. 8 are also executed in this case in basically 
the same manners. However, operation (5) is different 
from the above-described operation (3) in that the CPU 
41 causes coding and transmission at step F206 in 
response to input of audio data from the personal com- 
puter 1 1 . 

[01 72] That is, in this case, when input of audio data 
via the USB interface 43 is started after reception of a 
copy or move command from the personal computer 1 1 , 
the CPU 41 causes the DSP 49 to compress the audio 
data (when necessary). Then, the CPU 41 causes the 
SAM 50 to code resulting compressed audio data and 
then transmit resulting coded audio data to the USB 
interface 43. Then, the CPU 41 causes the USB inter- 
face 43 to transmit the coded audio data to the personal 
computer 11. 

[01 73] Naturally, after transmitting the copy or move 
command to the CPU 41. the personal computer 11 
causes the CD-ROM drive 1 1 c to perform a reproducing 
operation and transmits read-out audio data to the drive 
apparatus 20. 

[0174] In this case, the transmission of audio data 
from the personal computer 11 to the drive apparatus 
20 and the transmission of coded audio data from the 
drive apparatus 20 to the personal computer 1 1 are to 
be performed simultaneously. To this end, for example, 
communications may be made alternately in a time-divi- 
sional manner by a prescribed data amount each time. 
[0175] The copying or movement operation as 
operation (5) is realized in this manner. That is, an oper- 
ation of coding main data that is reproduced by the CD- 
ROM drive 11c and then storing resulting coded data in 
the HDD 1 1a is performed. 
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6. Operations involving reproduction from HDD 

[0176] Next, operations (6), (7), and (8) as opera- 
tions involving reproduction from the HDD 11a will be 
described individually. The term "data reproduced from s 
the HDD 11a" as used here means coded main data 
that was recorded in the HDD 1 1 a by one of the above- 
described operations (3), (4), and (5). 

6-1 Operation (6) 10 

[0177] Operation (6). that is, an operation of repro- 
ducing and outputting coded main data such as coded 
audio data recorded in the HDD 11a by processing of 
the drive apparatus 20, will be described with reference 15 
to FIGS. 9 and 10. 

[0178] FIG. 9 shows a process on the personal 
computer 11 side and FIG. 10 shows a process that is 
executed by the CPU 41 of the drive apparatus 20. 
[0179] A reproducing operation as operation (6) is 20 
also performed in a state that the drive apparatus 20 is 
connected to the personal computer 1 1 . In this state, a 
user causes a reproducing operation by performing 
manipulations using, for example, the personal compu- 
ter 11 side (e.g., manipulations using input devices of 25 
the personal computer 1 1 such as a keyboard and a 
mouse (not shown)). 

[0180] When the user has performed, on the per- 
sonal computer 1 1 , manipulations for ordering repro- 
duction of coded audio data in the HDD 11a, the 30 
process of the personal computer 11 proceeds from 
step F121 to step F122 (see FIG. 9). At step F122, first 
the personal computer 11 checks whether the drive 
apparatus 20 is connected to it. 

[0181] Specifically, the personal computer 1 1 trans- 35 
mits a status request command (communication C1 1) to 
the CPU 41 of the drive apparatus 20 via the USB inter- 
face. At step F1 23, the personal computer 1 1 waits for a 
status reply (communication C12). 

[0182] When the CPU 41 of the drive apparatus 20 40 
receives the status request command (communication 
C11). the process proceeds from step F221 to step 
F222 (see FIG. 10). At step F222, the CPU 41 causes 
transmission of data indicating a current status. Specifi- 
cally, the data indicates whether a state has been estab- 45 
lished that the drive apparatus 20 is ready for an 
operation of reproducing coded audio data that will be 
transmitted from the personal computer 11. 
[0183] When the personal computer 11 receives 
the status data at step F123 in FIG. 9, at step F124 the so 
personal computer 1 1 checks the status content and 
checks whether a proper connection state for reproduc- 
tion is established. 

[0184] Although not shown in FIGS. 9 and 10 in 
detail, if no status data is received from the drive appa- 55 
ratus 20 in response to the status request command for 
a prescribed time or more, or if it is detected that the ter- 
minal state of the USB connector (e.g., the voltages of 



the respective terminals) is a disconnection state, the 
personal computer 1 1 judges that the drive apparatus 
20 is not connected to it and error termination is made 
after execution of step F124. 

[0185] Error termination is also made when status 
data is received from the drive apparatus 20 but it indi- 
cates a state that the drive apparatus 20 is not ready for 
a reproducing operation. An example of such a state is 
that the drive apparatus 20 is currently performing a 
recording operation. 

[0186] When it has been confirmed by the status 
check that a proper connection state is established, the 
process of the personal computer 1 1 goes to step F125, 
where the personal computer 1 1 displays, on the dis- 
play screen, a list of song names or the like of the main 
data such as audio data recorded in the HDD 11a, as 
well as a request for selection of a song to be repro- 
duced. 

[0187] In response, the user performs a manipula- 
tion for selecting a song. In response to the manipula- 
tion for selection, the process of the personal computer 
11 goes from step F 126 to step F127, where the per- 
sonal computer 1 1 transmits, to the CPU 41 , a com- 
mand (communication C13) instructing the CPU 41 to 
perform reproduction of a song as the selected file. 
[0188] At step F128, the personal computer 11 
waits for a communication (communication CI 4) indi- 
cating permission of a start of reproduction that will be 
transmitted from the drive apparatus 20. 
[0189] When the CPU 41 receives the command 
(communication C13) ordering execution of reproduc- 
tion, the process of the CPU 41 goes from step F223 to 
step F224, where the CPU 41 performs preparations for 
reproduction and output such as communication mode 
setting and transfer of the terminal key to the SAM 50 
and issues an OK communication (communication C14) 
upon completion of the preparations. At step F225, the 
CPU 41 waits for transmission of coded audio data from 
the personal computer 1 1 . 

[0190] When the personal computer 11 receives 
the OK communication at step F128, the process goes 
to step F129, where the personal computer 1 1 reads out 
the coded audio data as a subject of reproduction from 
the HDD 11a and transmits it (communication CI 5) to 
the drive apparatus 20. 

[0191] When transmission of the coded audio data 
(communication C15) is started, the process of the CPU 
41 goes to step F226, where the CPU 41 starts opera- 
tions of receiving, decoding, and outputting the coded 
audio data. 

[0192] Specifically, the CPU 41 transfers, to the 
SAM 50, on a prescribed unit basis, the coded audio 
data that is received via the USB interface 43 and 
causes the SAM 50 to perform decoding using the ter- 
minal key. 

[0193] Further, the CPU 41 causes the DSP 49 to 
expand audio data produced by the SAM 50 through 
decoding and then causes the ADDA conversion sec- 
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tion 54 to convert resulting expanded audio data into an 
analog signal. Then, the CPU 41 causes output of the 
analog audio signal from the headphone terminal 23 or 
the line output terminal 24 via the power amplifier 56. 
[0194] In this manner, the audio signal is repro- s 
duced and output as a voice from the output destination 
apparatus 101 connected to the drive apparatus 20, 
such as a headphone or a speaker system, or recorded 
by an MD recorder or the like. Where the drive appara- 
tus 20 incorporates a speaker, it is naturally possible to 10 
produce a reproduction audio output from the speaker. 
[0195] However, if proper decoding cannot be per- 
formed by the SAM 50 at a time point of the start of 
decoding at step F226, the CPU 41 judges that the ter- 
minal key is improper and the process goes to step 75 
F228, where the CPU 41 sends an error communication 
(communication C16) to the personal computer 11. 
[0196] If the personal computer 11 receives an 
error communication (communication C16) after execu- 
tion of step F1 29 was started, error termination is made 20 
after execution of step F130. 

[0197] This corresponds to a case where the con- 
nected drive apparatus 20 is not the one that was used 
during a copying or movement operation as described 
above. 25 
[01 98] Since as described above the terminal key is 
a code number unique to each drive apparatus 20, if the 
connected drive apparatus 20 is different from the one 
that was used during a copying or movement operation, 
a key that is different from the proper one is used for 30 
decoding. Therefore, the decoding does not produce 
proper audio data. 

[0199] In this case, error termination is made with a 
judgment that reproduction is impossible. 
[0200] Several methods are conceivable to allow 3S 
the CPU 41 to judge whether decoding has been per- 
formed properly, an example of which is to check the 
error correction status in the DSP 49. To this end, an 
algorithm of a coding process needs to be such that 
error correction is disabled unless decoding is per- 40 
formed by using the same terminal key. 
[0201] Therefore, depending on the coding algo- 
rithm, there may occur a case that the CPU 41 cannot 
judge during reproduction whether decoding has been 
performed properly That is. there may occur a case that 45 
steps F227, F228, and F130 cannot be executed prop- 
erly in the system. However, this causes no problem. In 
other words, an example process is possible that does 
not include steps F227, F228, and F130. 
[0202] Consider a case where decoded audio data so 
is reproduced and output as it is without confirming that 
the decoding has been made properly. Even in this 
case, since decoding using a different terminal key can- 
not produce a proper audio output, a noise sound that is 
meaningless to a user is reproduced. In any case, the ss 
user cannot property hear coded audio data that is read 
out from the HDD 1 1a in a state that a drive apparatus 
20 that is different from the one that was used during a 



copying or movement operation is connected. 
[0203] The personal computer 11 continues the 
HDD reproduction and transmission operations at step 
F129 until the transmission of the audio data is com- 
pleted or the user performs a manipulation for stopping 
the reproduction. During that period, a reproduction 
audio output is produced by execution of step F226 by 
the CPU 41. 

[0204] If the transmission of the audio data is com- 
pleted or the user performs a manipulation for stopping 
the reproduction, the process of the personal computer 
11 goes from step F131 or F132 to step F133. where 
the personal computer 1 1 transmits a stop command 
(communication C1 7) to the CPU 41 . End processing is 
performed at step F134 and then the reproducing oper- 
ation is finished. 

[0205] When the CPU 41 receives the stop com- 
mand, the process goes from step F229 to step F230, 
where end processing is performed. Then, the repro- 
ducing operation is finished. 

[0206] The reproducing operation as operation (6) 
is realized by the above-described processes of FIGS. 9 
and 10. That is, an operation of reproducing, via the 
drive apparatus 20, main data that is coded and stored 
in the HDD 1 1 a is performed. 

[0207] As is understood from the above description, 
a reproducing operation as described above is per- 
formed on condition that a drive apparatus 20 is con- 
nected to the personal computer 11 and the drive 
apparatus 20 should be the one that was used in 
recording coded main data in the HDD 11a 
[0208] This means that data that has been copied 
or moved to the HDD 1 1 a can be reproduced only within 
the confines of personal use of a user, and hence no 
copyright infringement is caused. 

6-2 Operation (7) 

[0209] Operation (7) is an operation of decoding 
coded main data (e.g.. coded audio data) recorded in 
the HDD 11a by processing of the drive apparatus 20 
and then causing the personal computer 11 itself to 
reproduce and output resulting decoded main data. 
[0210] In this case, reproduction and output are 
performed after the connection state between the per- 
sonal computer 11 and the drive apparatus 20 is 
checked by basically the same processing as shown in 
FIGS. 9 and 10. 

[0211] That is, after execution of steps F121-F128 
in FIG. 9, the personal computer 11 performs readout 
from the HDD 1 1 a and transmission to the drive appara- 
tus 20 at step F1 29. 

[0212] On the other hand, after execution of steps 
F221-F225 in FIG. 10, the CPU 41 receives and 
decodes transmitted coded audio data at step F226. 
[021 3] However, the CPU 41 causes the USB inter- 
face 43 to transmit received and decoded audio data to 
the personal computer 1 1 . 
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[0214] The personal computer 1 1 outputs the trans- 
mitted audio data from the speaker 11 b as a voice. 
[0215] The reproducing operation as operation (7) 
is realized in this manner. That is, an operation of 
decoding, in the drive apparatus 20, main data that is 5 
coded and stored in the HDD 11a and then reproducing 
and outputting resulting decoded main data from the 
personal computer 1 1 is performed. 
[021 6] In this case, as in the case of operation (6), a 
reproducing operation is performed on condition that a io 
drive apparatus 20 is connected to the personal compu- 
ter 1 1 and the drive apparatus 20 should be the one that 
was used in recording coded main data in the HDD 1 1 a. 
This means that data that has been copied or moved to 
the HDD 11a can be reproduced only within the con- is 
fines of personal use of a user, and hence no copyright 
infringement is caused. 

[0217] In addition, in this case, since a reproduction 
audio output is output from the personal computer 1 1 , a 
reproducing operation that does not make a user feel 20 
incongruous is performed; that is, reproduction and out- 
put are performed by the very apparatus that is 
mounted with a recording medium (such as a CD) from 
which readout is being performed. 

25 

6-3 Operation (8) 

[0218] An example of operation (8), that is, an oper- 
ation of copying or moving coded main data such as 
coded audio data that is recorded in the HDD 1 1 a to the 30 
plate-like memory 1 by processing of the drive appara- 
tus 20, will be described with reference to FIGS. 1 1 and 
12. 

[0219] FIG. 11 shows a process on the personal 
computer 11 side and FIG. 12 shows a process that is 35 
executed by the CPU 41 of the drive apparatus 20. 
[0220] Operation (8) is also performed in a state 
that the drive apparatus 20 is connected to the personal 
computer 1 1 . In this state, a user causes a copying or 
movement operation by performing manipulations 40 
using, for example, the personal computer 1 1 side (e.g., 
manipulations using input devices of the personal com- 
puter 1 1 such as a keyboard and a mouse (not shown)). 
[0221] When the user has performed, on the per- 
sonal computer 1 1 . manipulations for ordering copying 45 
or movement of coded audio data in the HDD 1 1 a to the 
plate-like memory 1, the process of the personal com- 
puter 11 proceeds from step F141 to step F142 (see 
FIG. 11). At step S142, first the personal computer 11 
checks whether the drive apparatus 20 is connected to so 
it 

[0222] Specifically, the personal computer 1 1 trans- 
mits a status request command (communication C21) to 
the CPU 41 of the drive apparatus 20 via the USB inter- 
face. At step F143, the personal computer 1 1 waits for a ss 
status reply (communication C22). 
[0223] When the CPU 41 of the drive apparatus 20 
receives the status request command (communication 



C21), the process proceeds from step F241 to F242 
(see FIG. 12). At step F242, the CPU 41 causes trans- 
mission of data indicating a current status. Specifically, 
the data indicates whether a state has been established 
that the drive apparatus 20 is ready for an operation of 
recording, in the plate-like memory 1 , coded audio data 
that will be transmitted from the personal computer 1 1 . 
[0224] When the personal computer 11 receives 
the status data at step F143 (see FIG. 1 1), at step F144 
the personal computer 1 1 checks the status content and 
checks whether a proper connection state for copying or 
movement is established. 

[0225] Also in this case, if no status data is received 
from the drive apparatus 20 in response to the status 
request command for a prescribed time or more, or if it 
is detected that the terminal state of the USB connector 
(e.g., the voltages of the respective terminals) is a dis- 
connection state, the personal computer 1 1 judges that 
the drive apparatus 20 is not connected to it and error 
termination is made after execution of step F144. 
[0226] Error termination is also made when status 
data is received from the drive apparatus 20 but it indi- 
cates a state that the drive apparatus 20 is not ready for 
a copying or movement operation. Examples of such a 
state are that the drive apparatus 20 is currently per- 
forming another recording operation and that the plate- 
like memory 1 is not mounted. 

[0227] When it has been confirmed by the status 
check that a proper connection state is established, the 
process of the personal computer 1 1 goes to step F1 45, 
where the personal computer 1 1 displays, on the dis- 
play screen, a list of song names or the like of the main 
data such as audio data recorded in the HDD 11a, as 
well as a request for selection of a song to be copied or 
reproduced. 

[0228] In response, the user performs a manipula- 
tion of selecting a song. In response to the manipulation 
for selection, the process of the personal computer 1 1 
goes from step F146 to step F147, where the personal 
computer 11 transmits, to the CPU 41, a command 
(communication C23) instructing the CPU 41 to perform 
copying or movement of a song as the selected file to 
the plate-like memory 1 . 

[0229] At step F148, the personal computer 11 
waits for a communication (communication C24) indi- 
cating permission of a start of reproduction that will be 
transmitted from the drive apparatus 20. 
[0230] When the CPU 41 receives the command 
(communication C23) ordering execution of copying or 
movement, the process of the CPU 41 goes from step 
F243 to step F244, where the CPU 41 performs prepa- 
rations for copying or movement such as communica- 
tion mode setting and transfer of the terminal key to the 
SAM 50 and issues an OK communication (communica- 
tion C24) upon completion of the preparations. At step 
F245, the CPU 41 waits for transmission of coded audio 
data from the personal computer 1 1 . 
[0231] When the personal computer 11 receives 
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the OK communication at step F148, the process goes 
to step F1 49. where the personal computer 1 1 reads out 
the coded audio data as a subject of copying or move- 
ment from the HDD 11a and transmits it (communica- 
tion C25) to the drive apparatus 20. 5 
[0232] When transmission of the coded audio data 
(communication C25) is started, the process of the CPU 
41 goes to step F246. where the CPU 41 starts opera- 
tions of receiving, decoding, and writing the coded 
audio data. 10 
[0233] Specifically, the CPU 41 transfers, to the 
SAM 50, on a prescribed unit basis, the coded audio 
data that is received via the USB interface 43 and 
causes the SAM 50 to perform decoding using the ter- 
minal key. 15 
[0234] Further, the CPU 41 writes audio data 
decoded in the SAM 50 to the plate-like memory 1 via 
the memory interface 42. 

[0235] In this manner, copying or movement to the 
plate-like memory 1 by the drive apparatus 20 is per- 20 
formed. 

[0236] However, if proper decoding cannot be per- 
formed by the SAM 50 at a time point of the start of 
decoding at step F246, the CPU 41 judges that the ter- 
minal key is improper and the process goes to step 25 
F248, where the CPU 41 sends an error communication 
(communication C26) to the personal computer 1 1 . 
[0237] If the personal computer 11 receives an 
error communication (communication C26) after execu- 
tion of step F1 49 was started, error termination is made 30 
after execution of step F150. 

[0238] That is, if the connected drive apparatus 20 
is not the one that was used during copying or move- 
ment to the HDD 1 1a as described above, it is impossi- 
ble to copy or move, to the plate-like memory 1 , the 35 
audio data that was copied or moved to the HDD 11a. 
[0239] If the CPU 41 cannot judge whether the 
decoding has been performed properly, audio data that 
is considered to have been decoded is written to the 
plate-like memory 1 . When a different terminal key was 40 
used, data that is written to the plate-like memory 1 is 
audio data of an unrecognizable noise sound. In any 
case, in a state that a drive apparatus 20 that is different 
from the one that was used during a previous copying or 
movement operation is connected, the user cannot 45 
properly copy or move coded audio data that is read out 
from the HDD 1 1 a to the plate-like memory 1 . 
[0240] The personal computer 11 continues the 
HDD reproduction and transmission operations at step 
F1 49 until the transmission of the audio data is com- so 
pleted. 

[0241] When the transmission of the audio data is 
completed, the process of the personal computer 1 1 
goes from step F151 to step F152, where the personal 
computer 1 1 transmits a completion command (commu- 55 
nication C27) to the CPU 41. End processing is per- 
formed at step F1 53 and then the copying or movement 
operation is finished. When the operation performed is a 



move operation, the audio data is erased from the HDD 
1 1a as part of the end processing. 
[0242] When the CPU 41 receives the completion 
command, the process goes from step F249 to step 
F250, where end processing is performed. Then, the 
copying or movement operation is finished. 
[0243] The copying or movement operation as 
operation (8) is realized by the above-described proc- 
esses of FIGS. 11 and 12. That is, an operation of 
recording, in the plate-like memory 1, via the drive 
apparatus 20, main data that is coded and stored in the 
HDD 1 1a is performed. 

[0244] Also in this case, as described above, condi- 
tions are imposed that a drive apparatus 20 is con- 
nected to the personal computer 1 1 and that the drive 
apparatus 20 should be the one that was used in 
recording coded main data in the HDD 11a. Therefore, 
data that has been copied or moved to the HDD 1 1 a can 
be reproduced only within the confines of personal use 
of a user, and hence no copyright infringement is 
caused. For example, it is impossible to increase copied 
data limrtlessly by recording data that has been copied 
to the HDD 11a in a plate-like memory 1 by using 
another drive apparatus 20. 

[0245] On the other hand, within correct use. such 
an operation as returning data that has been moved to 
the HDD 1 1a to the original plate-like memory 1 can be 
performed. 

[0246] Referring to FIG. 6, the drive apparatus 20 
plus the plate-like memory 1 as a portable unit can be 
detached from the personal computer 11. When the 
portable unit is removed from the personal computer 1 1 
and carried out, an audio file can be reproduced only by 
the portable unit. Where the same audio file is recorded 
in the HDD 11a of the personal computer 11 and 
recorded in the portable unit and carried out and there 
is a possibility that it is reproduced by the portable unit 
as mentioned above, this state is not preferable in terms 
of copyright protection if the audio file can be repro- 
duced by the personal computer 1 1 . 
[0247] By making it impossfole for the personal 
computer 1 1 to properly reproduce, by itself, an audio 
data file recorded in the HDD 11a, the audio data file 
made a plurality of copies that can be reproduced prop- 
erly can be restricted to the file that is processed by the 
portable unit. Copyright protection can easily be 
attained in this manner. 

[0248] For example, the coding section and the 
decoding section of the drive apparatus 20 may be 
merely an encoder and a decoder, respectively. That is. 
when an audio data file was encoded according to a sig- 
nal compression scheme called ATRAC, for example, it 
cannot be reproduced properly unless the personal 
computer 1 1 is equipped with an ATRAC decoder. That 
is, a similar effect can be obtained even in a case where 
information is merely compressed. 
[0249] There may occur a case that it is necessary 
to set a restriction that only the plate-like memory 1 from 
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which audio data was moved to the HDD 1 1a is allowed 
to be a plate-like memory 1 to which the coded aucfio 
data that is read out from the HDD 11a is copied or 
moved. 

[0250] With the condition that the drive apparatus 
20 that was used during copying or movement to the 
HDD 1 1a is connected, the plate-like memory 1 itself is 
given no limitation. This may cause a case that limitless 
copying from the HDD 1 1a to many plate-like memories 
1 can be performed. 

[0251 ] Where this causes fear of copyright infringe- 
ment etc.. a process is preferable in which the CPU 41 
checks the mounted plate-like memory 1 itself and cop- 
ying or movement is permitted only when the plate-like 
memory 1 in which audio data concerned was originally 
recorded is mounted. 

[0252] On the other hand, another process is possi- 
ble in which such a check is not performed and coded 
audio data that is transmitted from the HDD 11a, for 
example, is recorded as it is, that is, without decoding it 
in the plate-like memory 1. 

[0253] The reason for the above is as follows. In this 
case, it is possible to establish a state that coded audio 
data that is recorded in the plate-like memory 1 cannot 
be reproduced without using the drive apparatus 20 
concerned, because decoding using the terminal key is 
performed during reproduction. Therefore, even if a 
large amount of copying is performed, copied data can 
substantially be used only within the confines of per- 
sonal use of the user. 

[0254] Alternatively, copying may be restricted 
according to the conventional SCMS scheme. 
[0255] A configuration is possible in which coded 
audio data that is transmitted from the HDD 11a is 
decoded and resulting decoded audio data is again 
coded and recorded in the plate-like memory 1 as 
coded audio data. The terminal key that is used in this 
coding may be made different from the terminal key that 
is used in decoding the coded audio data that is trans- 
mitted from the HDD 11a. 

[0256] Further, although in the above embodiment 
the personal computer 1 1 a is used as an example of the 
second apparatus, the second apparatus may be an 
audio set having a large-capacity storage medium, a 
server that is connected to a LAN. or the like. 
[0257] FIG. 13 shows a second embodiment of the 
invention. 

[0258] As shown in FIG. 1 3, a system of the second 
embodiment consists of a personal computer 1 1 , a drive 
apparatus 20, and a plate-like memory 1 . The personal 
computer 11 includes an HDD 11a, a CD-ROM drive 
1 1c, a content key generating means 11 d. and an aucfio 
file generating means 1 1e. A content key database, a 
number-of-copying management database, and aucfio 
files can be stored in the HDD 1 la. 
[0259] First, a description will be made of an opera- 
tion of copying, to the HDD 1 1a, audio data recorded on 
a recording medium such as a CD that is mounted in the 



CD-ROM drive 11c. 

[0260] In copying, to the HDD 11a, audio data 
recorded on a recording medium such as a CD that is 
mounted in the CD-ROM drive 11c, first a management 

5 key called a content key is generated by the content key 
generating means 1 1d. (Contents keys are generated 
for respective audio data). Receiving the audio data and 
the content key generated by the content key generating 
means 11d, the audio file generating means 11 e locks 

10 the received audio data by using the received content 
key and also locks the content key by using a storage 
key (not shown). The personal computer 11, the drive 
apparatus 20, and the plate-like memory 1 have their 
own storage keys, and the personal computer 1 1 shown 

15 in FIG. 13 and another personal computer 11B (not 
shown) have different storage keys. The audio file that 
has been generated by the audio file generating means 
1 1 e and is constituted of the audio data that was locked 
by the content key that is unique to the audio data and 

20 the content key that was locked by the storage key that 
is unique to the personal computer 1 1 is written to the 
HDD 11a. Then, for later authentication of the fact that 
the content key that was used in generating the audio 
file is the unique key that was generated in the personal 

25 computer 11. information relating to the content key is 
written to the content key database. As described later, 
in forming a copy of the above audio file in the plate-like 
memory 1 , to manage the number of generated copies, 
a number "3," for example, as an upper limit of the 

30 number of times of copying is written to the number-of- 
copying management database so as to be correlated 
with the generated audio file. 

[0261 ] Next, a description will be made of a process 
that is executed in generating a copy of the audio file 

35 newly generated by the above operation in the plate-like 
memory 1 via the drive apparatus 20. 
[0262] In this case, first a state is established that 
data communication of the audio file can be performed 
between the personal computer 1 1 and the drive appa- 

40 ratus 20. Then, after data communication between the 
drive apparatus 20 and the plate-like memory 1 is ena- 
bled, the audio file in the personal computer 1 1 is cop- 
ied to the plate-like memory 1 . 

[0263] Of the above two processes for establishing 
45 a state that data communication is possible, the process 
for establishing a state that data communication can be 
performed between the personal computer 1 1 and the 
drive apparatus 20 will be described below with refer- 
ence to FIGS. 14 and 15. 
so [0264] FIG. 1 4 shows a process that is executed by 
the personal computer 1 1 and FIG. 15 shows a process 
that is executed by the drive apparatus 20. 
[0265] By using the personal computer 11 or the 
drive apparatus 20, a user instructs the personal com- 
55 puter 1 1 and the drive apparatus 20 to copy an audio file 
recorded in the personal computer 11 to the plate-like 
memory 1. When so instructed, at steps F301 and F31 1 
the personal computer 1 1 and the drive apparatus 20 
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confirm, through establishment of a session, whether 
the counterpart apparatus is allowed to copy a copy- 
right-managed audio file. At steps F302 and F312, the 
personal computer 1 1 and the drive apparatus 20 judge 
whether they confirmed that the counterpart apparatus 5 
is allowed to make a communication for copying at steps 
F301 and F31 1 . If at least one of the two apparatuses is 
not allowed to make a copy, a session cannot be estab- 
lished at steps F301 and F31 1 and hence the processes 
are finished without performing communication w 
processing for copying. 

[0266] If both apparatuses are allowed to make a 
copy, the processes go to steps F303 and F313, respec- 
tively, where the personal computer 1 1 and the drive 
apparatus 20 generate a session key based on intona- 75 
tion that was obtained when a session was established 
at steps F301 and F31 1 . The session key is an encryp- 
tion key that is generated to safely exchange data when 
the data are exchanged between a plurality of appara- 
tuses through communications. The session key is used 20 
for coding and decoding and is effective only while the 
session is kept established. 

[0267] At step F304, the personal computer 1 1 per- 
forms key switching; that is, the personal computer 1 1 
cancels, by using the storage key, the locking of the con- 25 
tent key with which the content of the audio file recorded 
in the HDD 1 1 a was locked and locks the content key by 
using the session key that was generated at step F303. 
As a result of the execution of step F304, a temporary 
audio file is generated that is constituted of the content 30 
that was locked by the content key and the content key 
that was locked by the session key. At step F305, the 
personal computer 1 1 transmits this temporary audio 
file generated at step F304 to the drive apparatus 20. 
[0268] At step F314, the drive apparatus 20 35 
receives the audio file that is transmitted from the per- 
sonal computer 1 1 at step F305. At step F315, the drive 
apparatus 20 cancels the locking of the content key that 
is included in the received audio file by using the ses- 
sion key that was generated at step F31 3, and protects 40 
the content key by locking it by using the storage key 
that is unique to the drive apparatus 20. 
[0269] At step F306. the personal computer 11 
changes the upper limit of the number of times of copy- 
ing of the audio file that is recorded in the number-of- 45 
copying management database recorded in the HDD 
1 1 a from "3" to "2." The session for copying of the audio 
file that is established between the personal computer 
1 1 and the drive apparatus 20 is now finished, and the 
session key that was generated at steps F303 and F3 1 3 so 
is discarded. 

[0270] Processes similar to the above are also exe- 
cuted by the drive apparatus 20 and the plate-like mem- 
ory 1, in which the drive apparatus 20 executes a 
process similar to the process of the personal computer 55 
11 shown in FIG. 14 and the plate-like memory 1 exe- 
cutes a process similar to the process of the drive appa- 
ratus 20 shown in FIG. 15. As a result, the audio file 




460 A2 32 

recorded in the personal computer 1 1 is safely copied to 
the plate-like memory 1 while the number of times of 
copying is managed. However, when the audio file is 
copied from the drive apparatus 20 to the plate-like 
memory 1, a step on the drive apparatus 20 side of 
managing the number of times of copying that corre- 
sponds to step F305 is omitted. That is, the manage- 
ment of the number of times of copying is performed in 
a unified manner only by the personal computer 1 1 that 
first generated the audio file concerned. 
[0271] Naturally, before execution of the above 
processes, the personal computer 1 1 confirms that the 
upper limit of the number of times of copying that is 
recorded in the number-of-copying management data- 
base is not H 0" and judges whether the copying con- 
cerned is within the allowable range of the copyright 
management. If the upper limit of the number of times of 
copying that is recorded in the number-of-copying man- 
agement database is H 0, n a massage to the effect that, 
for example, the upper limit of the number of times of 
copying that the user is permitted has been reached is 
displayed on a display device of the personal computer 
1 1 , the display section 21 of the drive apparatus 20, or 
the like and entrance to the above-described processes 
is prohibited. In this manner, the copyright is protected 
and the user is informed of the fact that the copying con- 
cerned is out of the allowable range. 
[0272] An operation of producing a copy in a state 
that the upper limit of the number of times of copying is 
prescribed will be hereinafter called "checkout." A 
reverse operation of returning, when, for example, an 
audio file recorded in the plate-like memory 1 has 
become unnecessary, the audio file to the personal 
computer 11, erasing the copied audio file from the 
plate-like memory 1, and incrementing, by one, the 
upper limit of the number of times of copying that is 
managed in the personal computer 1 1 will be hereinaf- 
ter called "checkin." Alternatively, the checkin operation 
may be such that only a content key, rather than the 
entire audio file, is returned and the audio file is erased 
from the plate-like memory 1 . 

[0273] Next, with reference to FIGS. 16-19. a 
description will be made of how the use right of an audio 
file copied to the plate-like memory 1 is returned to the 
personal computer 1 1 when the audio file has becomes 
unnecessary. The following description will be directed 
to a case where the use right of an audio file is returned 
by returning only a content key indicating presence of 
the use right rather than the entire audio file. 
[0274] As shown in FIG. 16, the personal computer 
1 1 includes the HDD 11a and a content key evaluating 
means 1 1 f. An audio file, a content key database, and a 
number-of-copying management database are 
recorded in the HDD 11a. 

[0275] FIGS. 17-19 show processes that are exe- 
cuted by the plate-like memory 1, the drive apparatus 
20, and the personal computer 11, respectively. 
[0276] When the user orders, by using, for example, 
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the drive apparatus 20 or the personal computer 11, 
returning of the use right of an audio file copied to the 
plate-like memory 1 through updating of the number-of 
copying management database of the personal compu- 
ter 11, at steps F321 and F331 the plate-like memory 1 5 
and the drive apparatus 20 try to establish a session 
between them. At step F322, the plate-like memory 1 
judges a result of the above attempt. If a session was 
established successfully, the process goes to step 
F323. If the attempt of establishing a session failed, the to 
subsequent steps are skipped and the execution of the 
process is finished because there is a possibility that the 
counterpart with which the attempt of establishing a 
session was made does not have any mechanism for 
protecting copy-right-protected contents. 75 
[0277] At step F332, the drive apparatus 20 judges 
a result of the execution of step F331 . If it is judged that 
a session was established successfully, that is, the 
plate-like memory 1 has a mechanism for protecting the 
copyright, the process goes to step F333. If it is judged 20 
at step F332 that a session was not established, the 
subsequent steps are skipped and the execution of the 
process is finished. The copyright is protected by not 
operating with the plate-like memory 1 that may not 
have any mechanism for protecting the copyright. 25 
[0278] If it is judged at step F322 that a session was 
established successfully, at step F323 the plate-like 
memory 1 generates a session key based on data that 
was obtained when the session was established. A ses- 
sion key is re-generated every time a session is estab- 30 
lished, and is discarded when the session is finished. If 
it is judged at step F332 that a session was established 
successfully, the process of the drive apparatus 20 goes 
to step F333, where a session key is generated based 
on data that was obtained when the session was estab- 35 
lished. 

[0279] At step F324, the plate-like memory 1 can- 
cels, by using the storage key that is unique to the plate- 
like memory 1, the locking of the content key of the 
audio file whose use right is to be returned. Further, the 40 
plate-like memory 1 again locks the content key by 
using the session key that was generated at step F323, 
and sends out the locked content key to the drive appa- 
ratus 20. At step F334, the drive apparatus 20 receives 
the locked content key from the plate-like memory 1 . 45 
[0280] At step F335, the drive apparatus 20 tries to 
establish a session with the personal computer 1 1 . At 
step F351 , the personal computer 1 1 tries to establish a 
session with the drive apparatus 20. 

[0281 ] At step F336, the drive apparatus 20 judges so 
whether a session was established successfully with 
the personal computer 1 1 at step F335. If it is judged 
that a session was established successfully, the proc- 
ess goes to step F337. If a session was not established, 
the drive apparatus 20 judges that the personal compu- ss 
ter 1 1 may not have any mechanism for protecting the 
copyright and skips the subsequent steps and f inishes 
the execution of the process. If the personal computer 



1 1 judges at step F352 that a session was established 
successfully with the drive apparatus 20 at step F351 , 
the process goes to step F353. If a session was not 
established with the drive apparatus 20 at step F351, 
the personal computer 1 1 judges that the drive appara- 
tus 20 may not have any mechanism for protecting the 
copyright and skips the subsequent steps and finishes 
the execution of the process. 

[0282] At step F337, the drive apparatus 20 gener- 
ates a session key based on data that was obtained 
when the session was established with the personal 
computer 11. At step F353, the personal computer 11 
generates a session key based on data thai was 
obtained when the session was established with the 
drive apparatus 20. 

[0283] At step F338, the drive apparatus 20 can- 
cels, by using the storage key that is unique to the drive 
apparatus 20, the locking of the content key that was 
sent from the plate-like memory 1 and locked by the 
storage key that is unique to the drive apparatus 20. 
Further, the drive apparatus 20 locks the content key by 
using the session key that was generated at step F337 
and sends out the locked content key to the personal 
computer 11. At step F354, the personal computer 11 
receives the locked content key from the drive appara- 
tus 20. 

[0284] At step F355, the personal computer 1 1 can- 
cels, by using the session key that was generated at 
step F353. the locking of the content key that was sent 
from the drive apparatus 20 and locked by the session 
key. Further, the personal computer 1 1 judges, with the 
content key evaluating means 1 1 f, whether the obtained 
content key is one that is managed in the content key 
database in the HDD 11 a. If a judgment result is affirm- 
ative, the process goes to step F356. If the judgment 
result is negative, the process is finished with a judg- 
ment that the content key concerned is for a content that 
was copied by another personal computer. 
[0285] rf it is judged at step F355 that the content 
key that was sent from the drive apparatus 20 is one 
that is managed in the content key database, at step 
F356 the personal computer 1 1 informs the drive appa- 
ratus 20 that the checkin succeeded. That is, the per- 
sonal computer 1 1 informs the drive apparatus 20 that it 
has been confirmed that the content recorded in the 
plate-like memory 1 is a copy of the content that was 
issued by the personal computer 1 1 itself and is in a 
copyright-protected state, and that returning of the use 
right of the content concerned that is recorded in the 
plate-like memory 1 has been permitted. 
[0286] Then, at step F357, the personal computer 
1 1 updates the upper limit of the number of times of 
copying that is recorded in the number-of-copying man- 
agement database. If number "2" is recorded as the 
upper limit of the number of times of copying as shown 
in FIG. 16. the upper limit is updated to "3" because one 
use right of the content has been returned from the 
plate-like memory 1 . 
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[0287] At step F339, the drive apparatus 20 judges 
whether the chekin of the content key that was received 
from the plate-like memory 1 and then sent to the per- 
sonal computer 1 1 succeeded in the personal computer 
1 1 . If it is judged that the chekin succeeded, the process 5 
goes to step F340. If it is judged that the chekin did not 
succeed, the process goes to step F341 . 
[0288] If it is judged at step F339 that the checkin in 
the personal computer 1 1 succeeded, at step F340 the 
drive apparatus 20 informs the plate-like memory 1 that 10 
the checkin succeeded and the use right of the content 
concerned has been returned to the personal computer 
11. 

[0289] If it is judged at step F339 that the checkin 
did not succeed, at step F341 the drive apparatus 20 is 
informs the plate-like memory 1 of failure of the checkin 
to communicate that the content key that was received 
from the plate-like memory 1 is not one that was issued 
from the personal computer 1 1 returning of the use right 
of the content to which was attempted. 20 
[0290] At step F325, the plate-iike memory 1 judges 
whether the checkin of the audio file succeeded return- 
ing of whose use right is being attempted on the per- 
sonal computer 11. If a judgment result is affirmative, 
the process goes to step F326. If the judgment result is 25 
negative, the process is finished. At step F326. the 
plate-like memory 1 erases, from its storage device, the 
audio file whose use right has been returned. Then, the 
process is finished. 

[0291 ] With the above processes, the use right of a 30 
copyright-protected content that was stored in the plate- 
like memory 1 is returned to the personal computer 1 , 
the upper limit of the number of times of copying that the 
personal computer 1 1 is permitted is updated, and the 
audio file whose use right has been returned is erased 35 
from the plate-like memory 1 . This makes it possible to 
establish an environment in which copyright is protected 
within a permitted range. 

[0292] In the second embodiment, even rf an audio 
file is copied, the content of the audio file cannot be 40 
reproduced unless a storage key that was used to lock 
the audio file is obtained. That is, the storage key plays 
a role that is equivalent to the role of the terminal key in 
the first embodiment. In other words, it can be said that 
each of the personal computer 1 1 , the drive apparatus 45 
20, and the plate-like memory 1 having respective stor- 
age keys has the function of the drive apparatus 20 in 
the first embodiment. 

[0293] The invention is not limited to each of the 
above-described processes. For example, the personal so 
computer 1 1 may inform, at step F356, the drive appa- 
ratus 20 that checkin succeeded after updating the 
number-of-copying management database at step 
F357. The judgment for the limitation of the number of 
times of copying may be done in the following manner, ss 
A comparing means is additionally provided that com- 
pares the count value of a counter of the number of 
times of copying with an upper limit. The count value is 



incremented by one every time a copy is produced, and 
decremented by one every time checkin is performed. If 
it is found that the number of times of copying has 
reached an allowable number through comparison 
between the count value and the separately stored 
upper limit, no further copying is permitted unless 
checkin is performed. Naturally, an upper limit may be 
set for each audio data file or a unified upper limit may 
be set for the entire personal computer 1 1 . 
[0294] Although the embodiments have been 
described above, the invention is not limited to the con- 
figurations and the operations of the embodiments. In 
particular, various modifications are possible for 
detailed procedures in the various operations described 
above. 

[0295] In a system according to the invention, the 
recording medium corresponding to the first recording 
medium is not limited to the plate-like memory shown in 
FIGS. 1A-1D and may be any of solid-state memory 
media having other outer shapes, a memory chip, a 
memory card, a memory module, etc. Naturally, the 
memory device is not limited to a flash memory and may 
be any of other kinds of memory devices. Further, the 
invention can also be applied to a system that uses a 
disk-shaped recording medium such as a Mini disc, a 
DVD (digital versatile disc), a hard disk, or a CD-R 
rather than a solid-state memory. 
[0296] Similarly, the term "second recording 
medium" as used in the invention is not limited to an 
HDD. 

[0297] Although the above embodiments are 
directed to copying, movement, and reproduction of 
audio data such as musical data they are just exam- 
ples. For example, the invention is not limited to a track 
or a file of musical data and can also be applied to a 
moving picture file, a still picture file, a voice data file, 
etc. in completely the same manners. 
[0298] As is apparent from the above description, 
where main data having the same content are recorded 
in a first recording medium and a second recording 
medium and were coded by a signal processing appara- 
tus so that only the signal processing apparatus having 
a function of decoding the main data can reproduce the 
main data, the main data recorded in the second record- 
ing medium cannot be used while, for example, the first 
recording medium is mounted in the signal processing 
apparatus and the main data recorded in the first 
recording medium is being used. The main data 
recorded in the second recording medium is rendered 
usable by connecting the signal processing apparatus 
to the second recording medium. 
[0299] In the invention, in transmitting main data 
such as musical data) that is recorded in a first record- 
ing medium to a second apparatus and thereby copying 
or moving it to a second recording medium, the main 
data is coded in a first apparatus by using, as a key. an 
identifier that is unique to the first apparatus. Coded 
main data is transmitted to the second apparatus and 
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thereby copied or moved. In reproducing, by the second 
apparatus, the main data as coded data that has been 
copied or moved to the second recording medium in the 
above manner, the second apparatus checks its con- 
nection to the first apparatus and is allowed to read out 5 
the main data in a connected state. The read-out coded 
main data is transmitted to the first apparatus side, 
decoded by a decoding means by using, as a key, the 
identifier that is unique to the first apparatus, and then 
reproduced and output. Therefore, as for reproduction 10 
of copied or moved main data, the main data can be 
decoded properly by using the same identifier as used 
during coding and then reproduced only when the first 
apparatus that was used during the copying or move- 
ment is connected to the second apparatus. Decoding 15 
cannot be performed when any of other first appara- 
tuses is connected. 

[0300] Therefore, only the owner of the first appara- 
tus that was used during the copying or movement can 
reproduce the copied or moved main data. That is, the 20 
copied or moved main data can be used or reproduced 
only within the confines of personal use of the user. The 
invention can thus provide a strong measure for pre- 
venting copyright infringement. 

[0301] On the other hand, no restriction is imposed 25 
on further copying or movement of the coded main data 
that has been copied or moved to the second apparatus 
(i.e., copying or movement of main data that remains 
coded). Therefore, the user can use the main data in a 
flexible manner because he can move the main data to 30 
another apparatus or another recording medium when 
necessary. That is, not only the second apparatus (the 
term as used in the invention) but also any apparatus 
that can be connected to the first apparatus during 
reproduction can reproduce the coded main data. 3s 
Therefore, the invention allows for use of a variety of 
data and carriage of data within the confines of personal 
use of the user who owns the first apparatus, and 
thereby improves the ease of use of the user. 
[0302] The copying and movement according to the 40 
invention may be employed not only to protect copyright 
but also to handle, for example, data that is high in 
secrecy to a user. In the latter case, since the data can- 
not be reproduced by persons other than the user him- 
self, that is, the owner of the first apparatus, a secrecy 45 
protection effect can be obtained. 
[0303] In the invention, the identifier as the key to 
be used in coding and decoding main data is stored in 
the first apparatus or the data processing apparatus and 
coding and decoding that use the identifier are per- so 
formed in the first apparatus. That is, the identifier is not 
transferred to another apparatus at the time of copying 
or movement. At other time points, it is not necessary to 
transmit the identifier itself to the outside of the first 
apparatus. This means that the identifier does not go 55 
out of the first apparatus at all. That is, a code number 
as the identifier is not stolen in a communication proc- 
ess, and it is impossible to enable a communication 



destination apparatus to use the identifier. Therefore, 
even a dishonest user who owns a first apparatus can- 
not do a copyright-infringing act by finding out the iden- 
tifier and thereby evading the copyright protection 
scheme of the invention. 

[0304] In the invention, the first apparatus or the 
data processing apparatus may be provided with read- 
ing means capable of reading out main data from the 
first recording medium and capturing it in the first appa- 
ratus. In this case, a data copying and moving system 
that realizes the above advantages can be established 
only by the first and second apparatuses. 
[0305] Further, in this case, the first apparatus or 
the data processing apparatus can be used alone as a 
reproducing apparatus. 

[0306] The first apparatus or the data processing 
apparatus may be provided with input means capable of 
capturing, in the first apparatus, main data that is read 
out from the first recording medium by inputting, to the 
first recording medium, the main data that is read out by 
a reproducing apparatus such as an external CD player 
capable of reproducing operation. In this case, even 
reproduction data such as musical data recorded on a 
CD supplied from an apparatus (e.g., a conventional 
apparatus) that does not employ the coding and decod- 
ing operations in copying or movement according to the 
invention can enjoy the advantages of the invention. 
[0307] The same thing applies to a case where the 
second apparatus side can reproduce data in the first 
recording medium. That is, where the second apparatus 
is provided with reading means capable of reading out 
main data from the first recording medium and transmit- 
ting means capable of transmitting the main data that is 
reproduced by the reading means to the first apparatus, 
the first apparatus may be provided with receiving 
means capable of capturing the main data that is read 
out from the first recording medium in the first apparatus 
by receiving the main data that is transmitted from the 
transmitting means of the second apparatus. In this 
case, even data reproduced by the second apparatus 
can enjoy the advantages of the invention. 
[0308] The output means of the first apparatus or 
the data processing apparatus of the invention may sup- 
ply, as reproduction data, main data that is produced by 
the decoding means through decoding to an output 
apparatus that is connected to or incorporated in the 
first apparatus, and cause the output apparatus to 
reproduce and output the main data. In this case, repro- 
duction and output by the first apparatus are enabled. 
For example, in the case of musical data, it can be out- 
put from a speaker or a headphone that is incorporated 
in or connected to the first apparatus. Or an operation is 
enabled that musical data is supplied to another appa- 
ratus such as an amplifier system or a recording appa- 
ratus from an output terminal and reproduced and 
output therefrom or recorded therein. 
[0309] The output means of the first apparatus may 
cause the transmitting means to supply, as reproduction 
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data, main data that is produced by the decoding means 
through decoding to the second apparatus. In this case, 
reproduction and output by the second apparatus side 
can be enabled. This reproduction data was originally 
read out by the second apparatus side and the first 5 
apparatus is to decode that coded data. Therefore, by 
returning the decoded main data to the second appara- 
tus, a reproducing operation that does not make a user 
feel incongruous, that is, reproduction and output by the 
apparatus that reads out the main data from the record- 10 
ing medium, can be performed. 

[0310] The first apparatus may be provided with 
writing means capable of writing data to the first record- 
ing medium, and the writing means may be enabled to 
write main data that is produced by the decoding means 15 
through decoding to the first recording medium. In this 
case, copying or movement of main data from the sec- 
ond apparatus, that is, returning of main data to the orig- 
inal recording medium (main data that was moved from 
the first recording medium to the second recording 20 
medium is returned to the first recording medium), can 
be performed. 

[0311] As described above, in a system in which 
main data is supplied from a server apparatus (in which 
main data that is coded so that it cannot be reproduced 25 
by a plurality of units is recorded) to a terminal appara- 
tus, the terminal apparatus can decode and reproduce 
the main data that is recorded on the server apparatus 
only when its connection to the server apparatus is con- 
firmed. In a state that the terminal apparatus and the 30 
server apparatus are separated from each other, in 
which state connection to the server apparatus cannot 
be confirmed, main data that was recorded in the termi- 
nal apparatus in advance is decoded and reproduced. 
In this manner, for example, the terminal apparatus is 35 
used as an apparatus for reproducing the main data at 
outside places. When a user is in a room where connec- 
tion to the server apparatus can be made, main data on 
the server apparatus can be reproduced. Therefore, 
more main data can be reproduced than when the user 40 
is located at an outside place. If the user records, in the 
terminal apparatus, main data that he wants to use at an 
outside place and then goes out carrying the terminal 
apparatus, the main data can be reproduced at the out- 
side place. However, the server apparatus cannot 45 
reproduce main data because of absence of the termi- 
nal apparatus that coded the main data. Copyright pro- 
tection can be attained in this manner. 

Claims so 

1 . A reproducing apparatus for moving main data that 
has been subjected to reproduction-restrictive cod- 
ing from a first recording medium where the main 
data is recorded to a second recording medium, 55 
comprising: 

storing means for storing a key to be used for 



decoding a code that restricts reproduction of 
the main data; 

input means for receiving the main data from 
the first recording medium; 
judging means for judging whether the main 
data received by the input means can be 
decoded by using the key that is stored in the 
storing means; 

output means for outputting the main data 
received by the input means to the second 
recording medium; and 

control means for causing the output means to 
output the main data received by the input 
means to the second recording medium if the 
judging means judges that the main data can 
be decoded, and for prohibiting the output 
means from outputting the main data received 
by the input means to the second recording 
medium if the judging means judges that the 
main data cannot be decoded. 

2. A reproducing apparatus according to claim 1 , fur- 
ther comprising key generating means for generat- 
ing said key for decoding the code that restricts 
reproduction of the main data, wherein the storing 
means stores the key generated by the key gener- 
ating means. 

3. A reproducing apparatus according to claim 2, 
wherein the key that is generated by the key gener- 
ating means and stored in the storing means is 
generated every time main data that has been sub- 
jected to reproduction-restrictive coding is moved 
from the first recording medium where the main 
data is recorded to the second recording medium, 
and is discarded every time movement of the main 
data is completed. 

4. A reproducing apparatus according to claim 1 , 2 or 
3, wherein the key that is stored in the storing 
means is unique to each apparatus and is fixed. 

5. A reproducing apparatus according to any one of 
the preceding claims, further comprising second 
output means for informing the first recording 
medium of permission or prohibition of movement 
of the main data and completion of the movement 
of the main data, wherein the control means causes 
the second output means to inform the first record- 
ing medium of permission of movement of the main 
data and thereby causes output of the main data if 
the judging means judges that the main data can be 
decoded, and causes the second output means to 
inform the first recording medium of completion of 
the movement and thereby causes erasure of the 
main data from the first recording medium when the 
movement of the main data has completed. 
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6. A reproducing apparatus according to any one of 
the preceding claims, further comprising reproduc- 
ing means for reproducing the main data that is 
input from the first recording medium, wherein the 
control means causes the reproducing means to 5 
reproduce the main data that is input from the first 
recording medium if the judging means judges that 
the main data can be decoded. 

7. A reproducing apparatus according to any one of 10 
the preceding claims, further comprising: 



8. A reproducing apparatus according to any one of 35 
the preceding claims, further comprising number- 
of-copying counting means for updating a count of 
the number of times of copying when the main data 
recorded in the second recording means is copied 

to the first recording medium and when the main 40 
data is moved from the first recording medium. 

9. A reproducing apparatus according to claim 8. fur- 
ther comprising comparing means for comparing 
the count of the number-of-copying counting means 45 
with a permitted number of times of copying, 
wherein the control means prohibits copying when 
the number of copies of the main data copied from 
the second storing means has reached the number 

of copies that is permitted as a result of comparison so 
by the comparing means. 

10. An information distribution system comprising: 

a server apparatus capable of being connected 55 
to a terminal apparatus, for supplying coded 
main data to the terminal apparatus, the server 
apparatus comprising: 



memory means for recording one or a plu- 
rality of coded main data; and 
transmitting means for transmitting, to the 
terminal apparatus, coded main data that 
is read out from the memory means; and 

the terminal apparatus for decoding and repro- 
ducing coded main data, the terminal appara- 
tus comprising: 

receiving means for receiving the coded 
main data that is transmitted from the 
transmitting means of the server appara- 
tus; 

recording means for recording coded main 
data; 

decoding means for decoding the coded 
main data that is received by the receiving 
means or recorded in the recording 
means; 

judging means forjudging whether the ter- 
minal apparatus is connected to the server 
apparatus; and 

control means for permitting the decoding 
means to decode the coded main data that 
is received by the receiving means when 
the judging means judges that the terminal 
apparatus is connected to the server appa- 
ratus, and for permitting the decoding 
means to decode the coded main data that 
is recorded in the recording means when 
the judging means judges that the terminal 
apparatus is not connected to the server 
apparatus. 

11. An information distribution system according to 
claim 10, wherein the terminal apparatus further 
comprises coding means for coding main data, 
wherein the control means causes the coding 
means to encode main data and causes the server 
apparatus to record resulting coded main data. 

12. An information distribution system according to 
claim 11, wherein the terminal apparatus further 
comprises attaching and detaching means for 
attaching the recording means to the terminal 
apparatus in a detachable manner. 

13. An information distribution system according to 
claim 11 or 12, wherein the terminal apparatus fur- 
ther comprises: 

storing means for storing a key that is used 
when the coding means encodes the main data 
and when the decoding means decodes the 
coded main data, 

wherein the coding means encodes the main 
data by using the key stored in the storing 



second storing means for storing a second key 
that is different from the key to be used for 
decoding the main data that is input from the 15 
first recording medium; and 
coding means for coding the main data to be 
output from the output means to the second 
recording medium in such a manner that result- 
ing coded main data can be decoded by using 20 
the second key that is stored in the second 
storing means, 

wherein the control means decodes the main 
data by using the key stored in the storing 
means, causes the coding means to encode 25 
the main data in such a manner that the main 
data can be decoded by using the second key 
stored in the second storing means, and 
causes the output means to output resulting 
coded main data to the second recording 30 
medium, rf the judging means judges that the 
main data that is input from the first recording 
medium can be decoded. 
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means, and the decoding means decodes the 
coded main data by using the key stored in the 
storing means. 

14. An information distribution system according to 5 
claim 13, wherein the key that is stored in the stor- 
ing means is unique to each apparatus. 

15. An information distribution system according to any 
one of claims 10 to 14, wherein the terminal appa- 10 
ratus further comprises reproducing means for 
reproducing decoded main data. 

16. An information distribution system according to any 
one of claims 10 to 15. wherein: 15 

the terminal apparatus further comprises trans- 
mitting means for transmitting decoded main 
data that is produced by the decoding means; 
the server apparatus further comprises receiv- 20 
ing means for receiving the decoded main 
data, and reproducing means for reproducing 
the decoded main data that is received by the 
receiving means, 

whereby the server apparatus reproduces the 25 
main data that is decoded by the terminal 
apparatus. 

17. An information distribution system according to 
claim 16, wherein the decoded main data that is 30 
transmitted from the transmitting means of the ter- 
minal apparatus is data representative of an audio 
signal. 

18. An information distribution system according to any 35 
one of claims 10 to 17, wherein the recording 
means of the terminal apparatus is a nonvolatile 
memory. 

1 9. An information distribution system according to any 40 
one of claims 10 to 18, wherein the memory 
medium of the server apparatus is a hard disk drive. 
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FIG. 8 
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FIG. 9 

OPERATION (6): REPRODUCTION FROM HDD (OUTPUT ON DRIVE APPARATUS SIDE) 
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FIG. 10 
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FIG. 11 
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FIG. 12 
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FIG. 14 
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FIG. 15 
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FIG. 17 



( START OF PLATE-LIKE-MEMORY-SIDE PROCESS ~) 



1 








ESTABLISH SESSION 


— F321 



NO 



SESSION 
.ESTABLISHED SUCCESSFULLY. 
? 

YES* 



F322 



GENERATE SESSION KEY 



F323 



SEND OUT CONTENT KEY 




ERASE AUDIO FILE 



F326 



( END ) 



BNSDOCID: <EP 1037460A2_L> 



40 



* 



EP 1 037 460 A2 



r 



FIG. 18 < 
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FIG. 19 
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